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The California International Law Journal is published by the International Law Section (ILS) of the California Lawyers 
Association (CLA). The Journal’s mission is to include a diverse array of practical articles relating to topics and issues in international 
law and to showcase cutting-edge research on important and unique subjects in the field. We strive to provide in-depth coverage 
and analysis for professionals, as well as to assist in the development and exchange of academic work. In addition, we serve the 
ILS, CLA and international law community as a whole by connecting practitioners, legislators, judicial officers and academics in 
the United States and abroad, and by promoting conferences, symposia, practicums, webinars, exchanges and education related to 
international legal issues.

Any lawyer in the United States or any other country, as well as any law student, may submit articles to the Journal. Those in other 
professions are welcome to submit articles relating to international law as well. We encourage a diverse authorship with diverse 
viewpoints, and are committed to publishing content in a wide variety of areas, such as business, trade, intellectual property, 
technology, immigration/asylum, criminal justice, human rights, comparative law and the intersection of law and other disciplines.

The Journal is accepting submissions on an ongoing basis. Please send proposed articles directly to Catherine L. Carlisle and/or 
Hera U. Smith at ils@calawyers.org.
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I t is my great honor to serve as the first Editor-in-Chief of 
The California International Law Journal following the 
formation of the nonprofit California Lawyers Association 

(CLA) and the International Law Section’s (ILS) move to the 
CLA.  

This transition year has afforded the Journal and the ILS as 
a whole the opportunity to revisit our goals and reinvigorate 
our approach to serving our community. Our ILS Co-Chairs 
Alexandra Darraby and Michael Newman will highlight in this 
Edition the ILS’s significant accomplishments in making our 
Section even more successful and in facilitating the transition of all the Sections to the CLA. At the Journal, thanks to our Editorial 
Board and the generous support of the ILS Co-Chairs, we are proud to have already achieved the following:

• Developed initiatives to improve the relevance, diversity and quality of our content to ensure that our publication meets our 
readers’ needs—both in California, the U.S. as a whole and across the globe;

• Increased our outreach to Section members, international partners and national and international professional organizations 
and law schools to encourage article submissions that are truly representative of and helpful to our readership;

• Appointed a full Executive Editorial Board to assist with content development, outreach, advertising and sponsorship 
opportunities;

• Created an International Advisory Board—comprised of representatives from bar associations with whom we have friendship 
agreements—to ensure that our foreign partners have a voice in making the Journal truly international;

• Added experienced international practitioners and former Journal Editors-in-Chief to our Advisory Board; 

• Implemented a complete redesign of the Journal with our partners at Sublime Designs to both modernize its look and feel and 
make it more accessible; and

• Committed ourselves to promoting and facilitating an open and ongoing dialogue with our authors and readers so that we 
continue to meet your needs.

The California International Law Journal has been an integral part of the ILS for almost three decades. Originally titled 
The California International Practitioner, the Journal was founded under the leadership of Robert E. Lutz, Professor of Law at 
Southwestern Law School. Aided by Professor Lutz’s truly remarkable expertise—as one of the foremost authorities on international 
public and private law, the founder and leader of many prestigious international legal organizations and publications, a frequent 
advisor to entities such as the U.S. State Department and the World Trade Organization, a renowned arbitrator and practitioner and 
the recipient of the ILS’s Fourth Annual Warren M. Christopher International Lawyer of the Year Award—the Journal immediately 
became a well-respected publication in the international law community.

The Journal’s editors throughout the years have since built on this foundation to make the Journal what it is today. I want to 
take this opportunity to thank Professor Lutz for his crucial initial leadership, all of our prior editorial board members for their 
contributions and in particular my three direct predecessors, William K. Pao, Mark Danis and Emilio Varanini, who have each 
spent significant time and effort reviving and improving the Journal.  

Of course, the strides we have made this year and our preparations for the year to come could not have been possible without 
the tireless work of our Editorial Board. All of the members of our inaugural (and all volunteer) Executive Editorial Board have 

Catherine (Cathy)  
Carlisle*
Editor-in-Chief

WELCOME FROM THE JOURNAL’S EDITOR-IN-CHIEF
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GENERAL DISCLAIMER

All of the statements and opinions herein are provided by the contributors to The California International Law Journal solely in 
their capacities as authors, contributors and editors, and not in any other capacity. These statements and opinions are solely those 
of the individual making the statement or opinion and not of any other person or entity contributing to the Journal, including, 
without limitation, other authors, editors, contributors’ employers, members of the California Lawyers Association or members of 
the International Law Section. 

This publication is made available with the understanding that the contributors and publication as a whole do not intend to and 
are not in any way rendering legal advice or other professional services. If legal advice or other assistance is required, the services of 
a competent professional should be sought.

©2018 The International Law Section of The California Lawyers Association.

immediately and enthusiastically offered their assistance, their time and their important suggestions and perspectives. Special 
thanks to Hera Smith, our Managing Editor, for her hard work on all aspects of the Journal.

Finally, I want to thank all of our authors and readers for your contributions and support, especially during this transition. You are 
the reason we exist, and we hope to increasingly reflect your needs and interests in the years to come.  

We want to encourage an open dialogue—so please don’t hesitate to contact us with any comments, questions, suggestions or 
submissions! Additionally, if you are interested in joining our General Editorial Board or International Advisory Board, we 
would welcome your participation and ideas! You may contact Catherine L. Carlisle and/or Hera U. Smith directly at ils@calawyers.
org.

Thank you for your interest and support.

Cathy Carlisle
Editor-in-Chief

* Catherine (Cathy) Carlisle is an Attorney at Yukevich | Cavanaugh, a Los Angeles-based litigation boutique. She focuses on complex commercial 
litigation matters spanning a wide variety of subjects, and is experienced in international litigation and arbitration. Cathy graduated from 
Northwestern University Pritzker School of Law and practiced at several large, international law firms on both coasts prior to joining Yukevich 
| Cavanaugh. In addition to her law practice, Cathy is a Professor at University of California, Irvine School of Law, teaching pretrial advocacy, 
depositions and advanced litigation writing. She leads a yearly program at Southwestern Law School providing recent graduates with advanced 
litigation training. 
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It is our honor and privilege to serve as the first International 
Law Section Co-Chairs under the new California Lawyers 
Association.

We would like to take this opportunity to welcome to the ILS 
community new and renewing ILS Members, as well as members 
from Foreign Bar Associations with whom we have Friendship 
Agreements.

As many of you know, 2018 has been a year of many transitions. 
The California Lawyers Association (CLA), established this 
year, is a nonprofit, voluntary organization and the new home for 
all the Sections of the State Bar of California and the California 
Young Lawyers Association. It is a member-driven, mission-
focused organization dedicated to the professional advancement 
of attorneys practicing in the State of California. The CLA’s 
extensive membership represents the vast diversity of California’s 
legal community and the various areas of law practiced throughout 
the State. The CLA is dedicated to promoting excellence, 
diversity and inclusion in the legal profession and fairness in 
the administration of justice and the rule of law.

The ILS is a growing and important Section-member of the CLA. 
The ILS is the authorized representative of the CLA to enter into 
Friendship Agreements with foreign bar associations that meet 
criteria developed by the Section. Friendship Agreements provide 
the international profile of CLA, and renew commitments of 
California and foreign counsel to concepts such as the rule of 
law, human dignity, mutual cooperation and objective norms in 
the practice and advocacy of law.

The ILS continues to perform this important function for 
lawyers in California under the CLA as it did under the State 
Bar. We are engaging in new and innovative ways to better 
serve our Section members and the California public and legal 
community in this new era.

This year the ILS joined all CLA Sections in developing and 
implementing policies and guidelines for the CLA. The ILS has 
been particularly involved in assisting with the transition, with 
the support and input of ILS members. While working with 
the CLA Board of Representatives and CLA staff to coordinate 
compliance and advocate for the unique international interests of 
the ILS within the CLA, the ILS Executive Committee actively 
reached out to members—new and old. Like the vintage Uncle 
Sam posters, “we want you.” If you are not yet a member of the 
CLA, join the CLA on the link below and mark the International 
Law Section as your home base in the organization.

We are proud of our dynamic ILS Executive Committee and 
our ILS CLA Board Representative, Brian Arbetter, who all 
worked together to accomplish so much in so little time, under 
tight deadlines and with limited resources. In its first six-month 
tenure, the all-volunteer ILS Executive Committee was able to 
accomplish the following:

•  Successfully initiated broad-based CLA support of proposed 
legislation regarding international arbitration (SB 766) in 
the California Assembly, and worked with the CLA Director 
of Government Affairs to provide education about SB 766, 
which has passed and has been sent to the Governor for 
signature;

Alexandra Darraby
ILS Co-Chair

Michael R. Newman
ILS Co-Chair

The International Law Section is dedicated to 
facilitating global and domestic outreach by 
California lawyers to attorneys, students and 
others interested in international law and the 
legal systems of other nations, and contributing 
to a dialogue between the members of the 
State Bar of California and lawyers around the 
globe to enhance mutual understanding and 
facilitate client representation.

WELCOME FROM THE INTERNATIONAL LAW SECTION’S CO-CHAIRS
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•  Re-instituted the ILS Newsletter, reviving communications 
among ILS members and connecting members with ILS 
programs and events;

•  Appointed a new Executive Editorial Board for the ILS’s 
well-respected publication, The California International 
Law Journal, including Editors and Managers to assist 
with content development, advertising and sponsorship, as 
well as to develop revenue opportunities;

•  Maintained public engagement with international career 
programs in California law schools, including UCLA, USC 
and Chapman;

•  Expanded cross-border cooperation with Foreign Bars, 
drafted and adopted procedures and criteria for establishing 
relationships with Foreign Bars and created a new form of 
Friendship Agreement within the guidelines of the new CLA;

•  Developed additional ILS Foreign Bar Friends in Asia and 
Europe and participated in international conferences hosted 
by our Foreign Bar Friends;

•  Grew our membership by 30%;

•  Continued the successful intra-bar informal ILS networking 
“mixers” in California, in conjunction with other local bar 
associations; and

•  Convened a global meeting at the inaugural CLA Annual 
Meeting of Foreign Bar delegates from Malaysia, France, 
Japan, Mexico and Vietnam with whom the ILS has 
Friendship Agreements—an international bond recognized 
by the CLA leadership at the Annual Meeting.

We look forward to a great year ahead and working with you 
to continue our collective momentum in helping the ILS better 
serve our members and community.

Alexandra Darraby and Michael R. Newman 
ILS Co-Chairs 

To join the ILS and for additional information, please 
visit us at www.calawyers.org/international, on Facebook  
@CLAInternationalLaw or on Twitter @CLA_ILS. Your ideas are 
valued and your participation in our programs is invited. 

Would you like to promote 
your organization, 
products or services?
Please consider placing an advertisement in 
the Journal. With an extensive readership 
of legal practitioners in California, the U.S. 
as a whole as well as abroad, the Journal 
provides the perfect opportunity for 
promotion. 

Please contact us for information about 
advertising opportunities and rates at  
ils@calawyers.org.
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THE INTERNATIONAL LAW SECTION OF THE 
C A L I F O R N I A  L A W Y E R S  A S S O C I A T I O N
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The International Law Section was founded in 1987 to 
serve California lawyers handling international legal matters 
in a wide variety of areas, including corporate and business 
transactions, immigration, litigation and arbitration, tax, 
regulatory and trade matters, bankruptcy, intellectual property 
and family law.

The Section organizes programs and events around the state, 
as well as publishes and distributes two key publications: 
The California International Law Journal, a collection of 
practical articles on various aspects of international practice, 
and an online newsletter, The California International Law 
Newsletter.

The International Law Section also presents MCLE-accredited 
programs throughout the year, regularly attracting attorneys 
and academicians for a weekday or weekend of discussions 
about current public and private international law topics. 

Membership is open to California lawyers as well as to 
attorneys and other interested professionals and students 
worldwide. To join please go to www.calawyers.org/Join-Us. 
For additional information, please visit us at www.calawyers.
org/international, on Facebook @CLAInternationalLaw, or on 
Twitter @CLA_ILS.
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The International Law Section welcomed five foreign 
delegations to the first Annual Meeting of the California 
Lawyers Association (CLA) in September 2018. Attorneys 

from France, Japan, Malaysia, Mexico and Vietnam traveled 
to San Diego to attend CLA Meeting programs, share best 
practices and network with their California colleagues.

The ILS had long-standing relationships with many foreign 
bars under the State Bar of California, and those relationships 
transferred with the ILS to the new CLA during the 
reorganization this year. The first Annual Meeting of the 
CLA provided an opportunity for the ILS to formally renew 
several of those relationships and to establish new relationships 
through signing updated Friendship Agreements between the 
ILS/CLA and foreign partners. 

Representatives from the Marseille Bar, the Malaysian Bar, 
the Osaka Bar, Asociación Nacional de Abogados de Empresa, 
Mexico (ANADE) and the Vietnam Lawyers Commercial 
Arbitration Centre made the trip to San Diego. 

The foreign attorneys were welcomed to San Diego by ILS 
Co-Chairs, Alexandra Darraby and Michael Newman, at 
a reception before the Annual Meeting began, generously 
sponsored by: Seltzer Caplan McMahon Vitek; Maldanado 
Myers LLP; Sempra Energy; and Franco Serafini.

Many of the foreign visitors enjoyed a cruise on San Diego Bay 
with members of the ILS and all were welcomed and recognized 
at the Warren M. Christopher International Lawyer of the 

Year Award ceremony and dinner that followed. Leaders of the 
foreign delegations also attended and made presentations about 
their respective Bars at the ILS Executive Committee meeting, 
where the ILS Co-Chairs presented them with certificates of 
appreciation and gifts were exchanged.

This is the third year that the ILS has received representatives 
from Vietnam. The Vietnam Lawyers Association sent a 
delegation to Los Angeles in 2016 and another delegation 
attended the annual conference of the State Bar of California 
in 2017. This year’s delegates represented both the Vietnam 
Lawyers Commercial Arbitration Centre and the Ho Chi 
Minh City Commercial Arbitration Association. A visit by ILS 
members to Vietnam is proposed.

The Malaysian Bar, making its first visit to the U.S., took the 
opportunity to sign its first American Friendship Agreement 
with the ILS. That relationship was cultivated through the 
efforts of ILS Co-Chair Alexandra Darraby and Executive 
Committee Secretary Tiffany Heah. 

The relationship with the Marseille Bar is also relatively new. 
ILS Co-Chairs Michael Newman and Alexandra Darraby 
were invited to present programs at a conference organized 
by the Marseille Bar in June. The relationship blossomed 
from that exchange and resulted in the visit to San Diego of 
a large delegation from France, following the signing of a new 
Friendship Agreement in June 2018 with the Marseille Bar.

ANADE and Osaka represent two of the ILS’s longest 
relationships. ANADE is the premier association of legal 
professionals in Mexico. The relationship was originally 
developed by previous ILS Chair, Enrique Hernandez, and is 
nurtured by Executive Committee members Agustin Ceballos 
and Lizbeth Flores. 

Osaka is one of two relationships that the ILS has with Japanese 
bars. The other long-standing relationship is with the Daiichi-
Tokyo Bar. The ILS has had numerous exchanges with the two 
Japanese Bars through the efforts of former ILS Chair, Harumi 
Hata, along with a number of other ILS members who have 

THE INTERNATIONAL LAW SECTION CONTINUES 
ITS DYNAMIC RELATIONSHIP WITH FOREIGN BAR 

ASSOCIATIONS THROUGH FRIENDSHIP AGREEMENTS 
AND CONFERENCES

Richard Bainter
Co-Chair, ILS Foreign 
Relations Committee



The California inTernaTional law Journal      •      www.calawyers.org/International      •      VOL. 26, NO. 1,   WINTER 2018 8

professional ties to Japan, including ILS Co-Chair Michael 
Newman.

Under the new CLA structure and the leadership of the ILS 
Co-Chairs, the Executive Committee seeks to develop further 
agreements with foreign bars or lawyers associations that meet 
new criteria developed by the Foreign Relations Committee 
and approved by CLA. Equally important, the Executive 
Committee has placed an emphasis on implementing its 
Friendship Agreements with foreign bars to create meaningful 
interaction between California lawyers and their foreign 
counterparts. The visits by five foreign delegations to the 

2018 annual conference is only one example of those efforts. 
ILS members can expect more opportunities for educational 
exchanges and cross-border cooperation in the future. 

We welcome the participation of all ILS members in fostering our 
relationships with foreign bars or lawyers associations. If you have 
connections with any such organizations that may be interested in 
Friendship Agreements, or would like to assist with programming, 
please contact the ILS Foreign Relations Committee Co-Chairs 
Richard Bainter or Joshua Surowitz, at ils@calawyers.org. 

F rom September 13 through September 16, 2018, the 
International Law Section actively participated in 
the First Annual Meeting of the California Lawyers 

Association in San Diego, hosting a mini-United Nations by 
inviting delegations of foreign bar associations from France, 
Japan, Malaysia, Mexico and Vietnam for the inaugural CLA 
Annual Meeting. For many delegates this was a first trip to the 
U.S. 

The ILS has been honored by the CLA as the official Section 
designated to represent the CLA in forging and making 
Friendship Agreements with foreign bar associations around 
the globe. During the Meeting, the ILS and its foreign delegates 
were recognized and introduced by Heather Rosing, President 
of CLA.

In a special ceremony, the ILS and the delegation leaders of 
each foreign bar signed formal Friendship Agreements on 
behalf of the CLA. The ILS also invited the visiting foreign bar 
delegations to make presentations at its Executive Committee 
meeting, which resulted in plans to hold joint programming 
and exchange visits going forward for Section members. 

A harbor cruise of San Diego Bay was hosted by ILS members 
for the five delegations, and throughout the Meeting 
representatives planned events for building relationships among 
the foreign bars. 

On Friday evening, the ILS presented its Eighth Annual 
Warren M. Christopher International Lawyer of the Year 
Award. This prestigious award is intended to honor California 
legal practitioners who render extraordinary service to our 
profession in the field of international law.

Finally, the ILS presented four programs for CLE credit at the 
Meeting, covering many international law topics: Leonardo 
Da Vinci and the Cross-Border Sale of Personal Property in 
an Era of Cybercrime and Terrorism; Coming to the USA: 
Tax & Visa Planning; and The Nuts & Bolts of International 
Arbitration and From Aerospace to Art—A-Z: How to Plan for 
Successful International Careers in the Arts & Global Trade. 
The last program was specifically designed in partnership with 
the California Young Lawyers Association as part of a jointly 
sponsored International Career Program.

2018 CLA ANNUAL MEETING REPORT

Brian Arbetter*
ILS CLA Board Representative

* Brian Arbetter is a former Chair of the International Law Section and of the State Bar of California Council of State Bar Sections. He currently 
serves as the ILS Representative on the CLA Board of Directors. He is a partner with the global law firm Norton Rose Fulbright and focuses on 
domestic and global labor and employment law.
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The International Law Section is pleased to honor Mitsuru 
Claire Chino, the recipient of the ILS’s Eighth Annual 
Warren M. Christopher International Lawyer of the Year 

Award. 

This prestigious Award, presented annually by the ILS,  is 
intended to honor California legal practitioners who 
render extraordinary service to our profession in the field 
of international law. The Award is named after its first 
recipient, Warren M. Christopher, who had a long and 
distinguished career both as a lawyer and statesman; among 
his many accomplishments as the 63rd Secretary of State, Mr. 
Christopher brokered the Bosnian Peace Agreement during 
President Bill Clinton’s first term in office. 

The recipient of this year’s Award, Mitsuru Claire Chino, is 
the President & CEO of ITOCHU International Inc. and 
Managing Executive Officer of ITOCHU Corporation, a 
Fortune Global 500 company, headquartered in Japan, with 
over 40,000 employees worldwide. In 2013, she became 
the first female executive officer of any major trading 
company in Japan. She has also been active in promoting 
women’s interests in corporate Japan and was instrumental 
in initiating a diversity program within ITOCHU. Prior to 
joining ITOCHU, she was a partner of an international law 

firm. Claire has received numerous awards and recognitions 
throughout her career, including from the World Economic 
Forum (Young Global Leader), Yale University (Yale World 
Fellow), Asia Society (Asia 21) and the U.S. Japan Leadership 
Program. She has also been recognized in the in-house 
community as a “Top 25 In-House Counsel in Asia” (Asia 
Legal Business), “Asia Pacific’s Innovative Lawyer” (Financial 
Times) and “FT Global General Counsel 30 (Financial 
Times). Claire is a graduate of Smith College (B.A. cum 
laude) and Cornell Law School (J.D.), where she serves on the 
advisory board, and has taught as a Distinguished Practitioner 
in Residence.

In presenting the Award, ILS Co-Chair Alexandra Darraby 
emphasized that “international law is the bellwether of the 
global community in which all of us reside and work,” and 
that “the international lawyer, the good international lawyer, 
the effective international lawyer has to have certain attributes 
to make her or his role successful in this environment, 
including:

•  open

•  accepting

•  curious

•  interested

•  interactive

•  ethical

•  an advocate of rule of law and mutual cooperation

•  respectful of human dignity.”

The Warren M. Christopher Award is intended to recognize 
these qualities, in addition to each recipient’s extraordinary 
achievements.

THE INTERNATIONAL LAW SECTION PRESENTS EIGHTH 
ANNUAL WARREN M. CHRISTOPHER INTERNATIONAL 

LAWYER OF THE YEAR AWARD

ILS Co-Chairs and Jeff Daar, Chair, 
Warren Christopher Committee, with
Claire Chino at the Awards Ceremony



S P E A K E R S :
Jeffrey Daar, Alexandra Darraby 

& Marie-Adélaïde BOIRON

 Please join us for our next ILS Webinar

BIAS IN THE WORKPLACE

January 23, 2019
Time TBA
MCLE Credit Available

This webinar is a collaboration between the ILS and the Marseille Bar, which signed a Friendship 
Agreement with ILS.

On January 23, 2019, ILS will join the Marseille Bar in offering the first French-American CLE webinar on 
Bias in the Workplace. Moderator Jeffrey Daar of Daar & Newman will be joined by Alexandra Darraby 
of The Art Law Firm and ILS Co-Chair, as well as Madame Marie-Adélaïde BOIRON, Member of the Bar 
Council of Marseille and principal of Cabinet Boiron as well as the Delegation Leader of the Marseille 
Bar to the 2018 CLA Annual Meeting.

This is an opportunity to complete your MCLE requirements and learn about navigating fairness, 
propriety and equality in the legal work space and professional workplace in California and France.

The time for this webinar will be updated on our website, www.calawyers.org/international. 

Upcoming webinars will also be listed on our website on an ongoing basis. For additional information 
about ILS webinars, and to view past webinars for MCLE credit, please visit https://cla.inreachce.com/ 
and click on the link for International Law.

JOIN US
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The most important change in international legal affairs 
in 2018 for California lawyers and their clients was the 
legislature unanimously passing and Governor Brown 

signing Senate Bill 766 (SB 766), sponsored by Senator Bill 
Monning (D. Monterey). SB 766, signed by Governor Brown 
on July 18, 2018, effective as of January 1, 2019, permits a 
non-California lawyer qualified as a lawyer in another state 
or country to represent parties in international arbitrations in 
California. As international contracts, whether for financing, 
trade, joint ventures or suppliers, ordinarily include an 
international arbitration clause, SB 766 will have widespread 
effect. 

It will not only bring more international arbitrations to 
California. It quite separately will provide additional leverage 
to California companies negotiating all international contracts. 

I. INTERNATIONAL ARBITRATION IN CALIFORNIA 
PRE-2018

Despite being the fifth largest economy in the world, California 
has for decades been a backwater for international commercial 
arbitration. The problem began when the California Supreme 
Court decided Birbrower, Montalbano, Condon & Frank v. 
Superior Court, 7 Cal. 4th 119 (1998), which effectively held 
representing parties in international arbitration in California 
was considered unauthorized practice of law, and a non-
California lawyer could not practice or collect fees for work 
on international arbitration in California. Since California 
Business and Professions Code section 6126 states penalties for 
unauthorized practice of law in California may include a fine of 
up to one thousand dollars and one year in county jail, lawyers 
around the world were told if they went to California to handle 
an international arbitration, under a technical reading of the 

California statutes, they could go to jail. Non-U.S. lawyers 
negotiating with California businesses with respect to contracts 
that contained international arbitration clauses were simply 
unwilling to agree to California as a venue for arbitration, since 
they would not be able to appear and represent their clients in 
the arbitration and could be subject to severe penalties. 

Before SB 766, if counsel for a California company during 
negotiations of an international contract suggested seating 
an international arbitration in California, the non-California 
counterpart could quickly say: “How do you expect me 
to agree to a procedure in California in which I am legally 
prohibited from appearing on behalf of my client?” There was 
no satisfactory answer. Now there is. 

II. SB 766’S SIGNIFICANT CHANGES

SB 766 was designed to and did completely solve the problem 
of foreign lawyers appearing in arbitrations sited in California. 
Non-U.S. lawyers can no longer oppose arbitrations in 
California based on a lack of their ability to appear. 

SB 766 is very straightforward on this point, and California 
lawyers should be familiar with the new law and be able to 
discuss it.

SB 766 is chaptered as California Code of Civil Procedure 
(CCP) sections 1297.185 et seq. and includes CCP section 
1297.186(a), which provides that a non-California attorney 
who is admitted to practice in any state or foreign jurisdiction 
“may provide legal services in an international commercial 
arbitration or related conciliation, mediation or alternative 
dispute resolution proceeding, if any of the following conditions 
is satisfied:

(1) The services are undertaken in association with an 
attorney who is admitted to practice in this state and 
who actively participates in the matter.

(2) The services arise out of or are reasonably related to 
the attorney’s practice in a jurisdiction in which the 
attorney is admitted to practice.

(3) The services are performed for a client who resides 
in or has an office in the jurisdiction in which the 
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attorney is admitted or otherwise authorized to 
practice.

(4) The services arise out of or are reasonably related 
to a matter that has a substantial connection to a 
jurisdiction in which the attorney is admitted or 
otherwise authorized to practice.

(5) The services arise out of a dispute governed primarily 
by international law or the law of a foreign or out-of-
state jurisdiction.”

(emphasis added) These provisions are sufficiently broad that 
any attorney admitted to practice in a foreign jurisdiction 
should be able to appear in an international arbitration in 
California. California lawyers should have these provisions 
available during conversations with foreign counsel who may 
not be aware of the straightforward nature of SB 766.

III. IMPLICATIONS OF SB 766 IN NEGOTIATING 
ARBITRATION CLAUSES

SB 766 is especially useful for California-based companies. 
As a matter of cost and convenience it would be helpful for 
most California companies to have international arbitrations 
venued in California. Costly travel can be avoided, and their 
own counsel, familiar with their industry and company, could 
be here for the arbitration. 

Even after SB 766’s clarification about their ability to appear, 
foreign counsel may still raise objections to basing arbitrations 
in California.

For example, foreign counsel may want to avoid the application 
of California law. There may be two stated reasons for this. 
First, consumer, employment and general domestic arbitration 
cases in California have imposed stringent rules on general 
arbitration in California, including arbitrator disclosure rules 
that do not apply to international arbitrations in California, 
which are governed solely by the California International 
Arbitration and Conciliation Act, CCP sections 1297.11 et 
seq. California counsel should have copies of the California 
International Arbitration and Conciliation Act, which now 
includes all the provisions of SB 766’s CCP section 1297.186(a), 
to send to foreign counsel to answer clearly any confusion they 
may have about its defined scope and effect.

Second, foreign counsel may object to the use of California 
substantive law. The parties to an arbitration agreement can 
choose which substantive law applies as a matter of contract. 
So, for example, the parties may agree that English, or New 

York or other substantive law governs the arbitration. Foreign 
counsel should also be reminded that California international 
arbitrations will be governed and subject to the same rules as 
any other jurisdiction under the Convention on the Recognition 
and Enforcement of Foreign Arbitral Awards, known as the 
New York Convention. 

Additionally, despite California having a group of the most 
experienced and respected arbitrators in the world, foreign 
lawyers may want one or more arbitrators to come from 
outside California. But there is no restriction on having foreign 
arbitrators come to California, so there is no reason to choose 
the venue for that reason.

As shown above, what SB 766 does is open negotiations as to 
the place of the arbitration. California companies and counsel 
may ultimately decide to go elsewhere, but if that happens there 
will have been leverage in the negotiations to help achieve other 
goals.

IV. IMPLICATIONS FOR THE STATE OF CALIFORNIA

Because of SB 766, international arbitration should now be 
able to grow as fast in California as it has in other parts of the 
world. California is home to the technology and entertainment 
industries, two of the essential drivers of global growth. The 
economic development potential for the state of California 
is enormous. Indeed, what drove approval of SB 766 in the 
committee hearing in the California legislature was exactly this 
point. 

With the passage of SB 766, lawyers and arbitral institutions 
around the world will need to recognize California is now 
open for international arbitration business, and the excuse 
foreign counsel, companies and arbitral institutions once had 
for avoiding California is now gone. Pacific Rim international 
arbitrations should come here instead of to venues in Asia. 
NAFTA, Central and South American arbitrations should 
come here as well as to Miami. 

To assist in bringing in the new age of international arbitration 
in California, a group of counsel and neutrals with experience 
in issues of international arbitration formed, in July of this year, 
the California International Arbitration Council (CIAC), a new 
non-profit, to promote California international arbitration. 
The Council (www.ciac.us) will reach out internationally, work 
with state and local governments and plan programs to help all 
lawyers and businesses in California benefit from the growth 
of international arbitration.

http://www.ciac.us
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The influence SB 766 will likely have in increasing international 
arbitration in California will also aid the growth of other 
alternative means of dispute resolution in this state. California 
is home to an experienced and sophisticated mediation culture. 
The word for mediation in international dispute resolution is 
conciliation. It is not used internationally as much as it should 
be, although that may be changing. The United Nations 
Commission on International Trade Law (UNCITRAL), is 
drafting a settlement convention for international commercial 
settlements to provide for their enforcement in the same 
way the New York Convention enforces arbitration awards. 

There is a real potential for California-based mediation and 
other dispute resolution practice to not only grow but to have 
influence worldwide. 

We are beginning a new age in California for international 
dispute resolution. It is important that international law 
practitioners are aware of these changes. It is equally important 
we carry the message to our colleagues, so they are fully aware 
of the potential in any transaction or dispute with international 
implications.

* Howard B. Miller is a JAMS Mediator and Arbitrator, a past president of the State Bar of California and a Founder and Co-Chair of the California 
International Arbitration Council. He can be reached at hmiller@jamsadr.com.
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A U.S. District Court decision in California has 
strengthened the legal foundation for the Securities 
and Exchange Commission (SEC) in its initiative to 

enforce federal securities laws in the marketing of investment 
opportunities under the EB-5 immigrant investor visa program, 
and underscored the risk of ignoring those laws. In the closely 
watched case SEC v. Feng,1 the court issued two noteworthy 
holdings: 

•  EB-5 investments are “securities” under the federal 
securities laws and subject to regulation under those laws.

•  An attorney who acts as a broker for a client’s investment 
in an EB-5 investment opportunity must register with the 
SEC as a broker-dealer. 

In reaching its conclusions the Feng court also affirmed, in the 
EB-5 context, that information about the payment of referral 
fees or commissions to intermediaries is material to investors 
as a matter of law, and that an immigration attorney who 
participates in an offering and omits disclosure of his receipt 
of commissions is liable under the anti-fraud provisions of the 
securities laws.2 Issuers and others who omit this information 
“in connection with the offer or sale of a security” would face 
similar statutory liability. 

The defendants, Hui Feng and his law firm, are immigration 
attorneys based in Flushing, New York. Over several years 
Mr. Feng and the firm recommended EB-5 investment 
opportunities to clients seeking U.S. residency. Mr. Feng 
and the firm collected sales commissions and referral fees 
from the promoters of these offerings, often through offshore 
agents that appeared unrelated to Mr. Feng but that he 
owned and controlled. Approximately 100 clients purchased 
EB-5 investments from approximately five regional center 
sponsors through these recommendations. The majority of Mr. 
Feng’s clients did not know that he or his affiliates received 
commissions on the clients’ investments.3 

The court determined that it had received sufficient uncontested 
evidence to rule for the SEC by summary judgment on all 
points of the agency’s civil enforcement suit—that is, without 

the need for a trial. The court found Feng liable for unregistered 
broker-dealer activity and for violating the anti-fraud statutes 
of both major federal securities laws by concealing his referral 
fees from clients and from regional centers sponsoring projects 
that offered the investments. The ruling requires Feng and 
his firm to disgorge approximately $1.8 million in unlawful 
commissions (including interest), pay nearly $1 million in civil 
penalties and permanently enjoins them from further violations 
of the federal securities laws. 

The EB-5 Immigrant Investor Program was created by Congress 
in 1992 to encourage foreign investment in U.S. job-creating 
activities. Investors who invest $500,000 or $1,000,000 
(depending on location) in an eligible project may apply to the 
United States Citizenship and Immigration Services (USCIS) 
to receive conditional U.S. residency for themselves and their 
immediate family. If the project successfully creates 10 jobs for 
each investor, the investors may apply to USCIS to remove their 
conditions to residency and receive permanent, unconditional 
residency. “Regional centers” are entities authorized by USCIS 
to sponsor and promote EB-5 investments in projects within 
a specified territory. Most, but not all, EB-5 projects affiliate 
with an authorized regional center because regional center 
sponsored projects can prove job creation based on economic 
modeling rather than strictly based on payroll. 

The Feng case is one of several similar civil enforcement actions 
involving EB-5 investments that the SEC initiated in 2015. 
Other than Feng and his firm, all defendants in those actions 
settled with the SEC prior to any court proceedings.4 Feng has 
argued that under the well-established “Howey test,”5 EB-5 
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investments are not “securities” within the definition of the 
federal securities laws because the investors seek immigration 
benefits rather than profit. He has argued that the SEC’s 
enforcement actions against immigration attorneys for 
unregistered broker-dealer activities in EB-5 offerings represent 
the agency’s unwarranted over-reach beyond its jurisdiction to 
interfere in the attorney-client relationship.6

Feng characterized the issue of whether EB-5 investments are 
securities as an “issue of first impression,” that is, a novel issue 
for the court, for which no binding legal precedent exists.7 
However, the court did not treat the question as an issue of 
first impression and cited binding Ninth Circuit and U.S. 
Supreme Court precedents for its holdings. In finding that 
EB-5 investments satisfy the Howey test’s requirement of “an 
expectation of profit from the efforts of others,” the court relied 
on the following observations: 

•  Even when investors primarily invest for reasons in 
addition to profit, they may have sufficient “expectations 
of profit” to find that the investments are securities.8 In 
other words, EB-5 investors could be investing to gain 
U.S. residency and investing for financial reasons. 

•  The EB-5 program regulations themselves state that the 
investors’ capital must be “put at risk for the purpose of 
generating a return on the capital placed at risk.”9

•  While Feng argued that, subjectively, EB-5 investors did 
not expect a return on investment, the law instead focuses 
on whether the objective terms of the offering created an 
expectation of profit, and the terms of the EB-5 offerings 
in question did discuss the potential for profit.10 

•  Even if the investors must pay an administrative fee 
that is greater than potential profits, the court should 
not “conflate” fees and the purchase price in assessing 
whether the proceeds of an offering were intended to be 
profitable.11 

In arguing against treatment of EB-5 investments as securities, 
the defendants relied on United Housing Foundation, Inc. v. 
Forman, in which the Supreme Court suggested that for an 
instrument to be deemed a security, the investor must be “solely 
attracted by the prospects of a return.”12 The Feng court found 
that Forman does not require profit to be an investor’s sole 
purpose, citing cases in the Ninth and Second Circuits, decided 
after Forman, in which investments promoted primarily for tax 
benefits were nonetheless deemed securities under the Howey 
test.13 

After determining EB-5 investments are securities, the court 
found no basis to exempt immigration attorneys from the 
SEC’s regulation of brokers and dealers. The court looked to 
eight factors typically used to determine if an individual must 
register as a broker-dealer—the most important of which is the 
receipt of transaction-based fees such as commissions—and 
found that the defendants satisfied seven of the eight factors.14 
It found that the defendants therefore acted as broker-dealers 
and should have registered under the Securities Exchange Act 
of 1934 as amended (Exchange Act).

The court then examined the defendants’ failure to tell clients 
that they received referral fees for placing their investments, and 
stated that as a matter of law, withholding such information 
is a “material omission” under the antifraud provisions of the 
Securities Act of 1933, as amended (Securities Act).15 Usually, 
a finder of fact at a trial must determine whether omitted 
information was material to investors. However, the court was 
bound by precedents establishing that reasonable minds cannot 
differ on the materiality of an advisor’s financial motivation 
and its potential conflict of interest in recommending an 
investment.16 

Beyond the mere omission of material information, the court 
found that in this specific case the defendants acted with 
“scienter”—an intent to deceive or defraud. The court pointed 
to the defendants’ admission that they “knowingly failed to 
disclose their receipt of commissions because they wanted to 
avoid having to negotiate with clients about rebating portions 
of the commissions.”17 Moreover, the court concluded that the 
defendants acted in furtherance of a “scheme to defraud.” In 
particular, Feng tried to make it appear that rebates to clients 
on his commissions were being paid not by him but by the 
regional center, and admitted in deposition that his purpose 
was to avoid further negotiations on rebates. Feng also led 
regional centers to believe they were paying commissions to 
an independent Chinese agent, when he actually owned and 
controlled the agent. The court concluded that Feng violated 
both Section 10(b) of the Exchange Act (under Rule 10b-5) and 
Section 17(a) of the Securities Act.18

As a necessary element to fraud liability under those statutes, 
the court had to determine that Feng made the omission “in 
connection with an offer or sale of securities.” Feng argued that 
because his payments were triggered by immigration action—
USCIS acceptance of the investor’s application for residency—
they were not made in connection with a securities transaction. 
The court found this distinction to be a mere formality: Feng’s 
client invested in securities in reliance on his recommendations, 
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and therefore his omissions were in connection with the offer 
or sale of a security.19 

The SEC did not assert that any of the investments that the 
defendants recommended involved fraud, or that the investor-
clients lost any invested funds because of the defendants’ 
actions. Rather, the court found the commissions themselves 
to have been fraudulently obtained, resulting in civil penalties 
in addition to disgorgement. 

While Feng may have misled them as to the ultimate recipient 
of the commissions, the regional centers that offered the EB-5 
investments were certainly aware that commissions were paid. 
The Feng pleadings and decisions do not say whether the 
regional centers disclosed this information to investors, but 
under the court’s reasoning they too could have liability for 
omitting material information in connection with a securities 
transaction. 

PRACTICAL LESSONS

While some may argue to the contrary,20 both USCIS and the 
SEC treat EB-5 investment opportunities as securities subject 
to the federal securities laws. Proposed legislation to reform 
the EB-5 program would likely remove any doubt that EB-5 
investments are covered by federal securities laws by expressly 
requiring compliance.21 However, it is uncertain when or if 
Congress will adopt EB-5 reform legislation. In the meantime, 
the SEC’s ability to apply federal securities laws to EB-5 
investments rests on the principles laid down in decades of case 
law interpreting the scope of those laws. 

As the decision of a District Court in the Ninth Circuit, the 
Feng case is not binding on other federal courts, and Feng has 
filed an appeal in the Ninth Circuit.22 The court itself noted 
that part of its holding relied on precedents in the Ninth 
and Second Circuits, leaving open the possibility that higher 
courts or courts in other circuits—and ultimately the Supreme 
Court—might disagree. Nevertheless, even die-hard adherents 
to the view that the SEC has no authority over EB-5 offerings 
should by now realize that acting on that belief is too risky. 
Those willing to roll the dice based on past industry practices 
should not expect lenient treatment in a future enforcement 
action based on a good faith belief that securities laws did not 
apply to EB-5, because such a belief is no longer plausible. 

Key takeaways from the case include the following: 

•  Treat EB-5 offerings as securities offerings. Among 
other things, this means the offering must be eligible for 
an exemption from registration under the Securities Act 

(unless registered with the SEC), and the issuer must 
disclose all material information to the investor. Well-
advised EB-5 issuers have long been following this course. 

•  Compensated EB-5 intermediaries in the U.S. must 
register. If EB-5 investments are securities, it follows that 
anyone in the business of facilitating the sales of EB-5 
investments could be a broker-dealer, and someone who 
gets success fees for such activities in the U.S. likely must 
register. This would include attorneys introducing clients 
to issuers who pay referral fees to the attorney, and regional 
centers that advertise for investors and introduce them 
to sponsored projects for fees. Broker-dealer registration 
may be expensive and onerous, but brokering without 
registration is illegal. Regional centers and others in the 
U.S. who plan to be compensated for marketing EB-5 
offerings have increasingly sought to register as broker-
dealers or to affiliate with registered broker-dealers.

•  Offshore agents should avoid establishing U.S. 
branches or affiliates unless they are prepared to 
register in the U.S. Offshore agents that are not affiliated 
with U.S. parties and do no brokering business in the U.S. 
are likely exempt from U.S. registration requirements as 
“foreign broker-dealers.”23 However, any arrangement by 
which a foreign entity receives compensation for EB-5 
brokering activities conducted in the U.S. may be viewed 
as a fraudulent scheme to avoid regulation. This includes 
not just selling to U.S. investors, but assisting a U.S. 
issuer in selling securities to offshore investors, which also 
involves activities that require broker-dealer registration.24 
Moreover, if a foreign broker opens a U.S. branch, it 
exposes the entire global operation to U.S. broker-dealer 
regulation, and even establishing a U.S. corporate affiliate 
of a foreign broker-dealer requires the U.S. affiliate to 
register, even if all sales activities are directed outside the 
U.S.25 

•  Compensation to intermediaries must be disclosed 
to investors. This applies to issuers as well as U.S.-
based intermediaries. The Feng court’s statement that 
compensation of intermediaries is intrinsically material 
as a matter of law is not new, and follows established 
precedents. Beyond argument, a reasonable investor would 
want to know who is compensated and how much they 
are compensated for recommending a specific investment. 
Offshore EB-5 placement agents often pressure U.S. issuers 
to omit disclosure of commissions from their offering 
documents; issuers must be prepared to insist that they will 
comply with U.S. securities laws.26 
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For immigration attorneys involved in EB-5, the message is 
clear: be careful who pays you and what they pay you for, or 
you may get a call from the SEC. 

* Charles Kaufman practices corporate, securities and business transactional law in Los Angeles. He received his J.D. from UCLA School of Law 
and a B.A. in English from UCLA. He is a member of the State Bar of California.
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I. INTRODUCTION

Cyber-based attacks have distinct advantages over physical 
attacks: they can be conducted remotely, anonymously 
and cheaply. They do not require significant investment 

in weapons, explosives or personnel. And yet, their effects 
can be both widespread and profound. As of 2000, Interpol 
estimated that there were as many as 30,000 websites that 
provided automated hacking tools and software downloads.1 As 
of 2002, 19 million individuals had the knowledge necessary to 
launch cyber attacks.2 And as of 2008, the Defense Department 
estimated more than three million attacks occur annually.3 
Worldwide aggregate damage from these attacks is now 
measured in billions of U.S. dollars annually.4

Little specialized equipment is needed: the basic attack tools 
consist of a laptop, modem, telephone and software used daily 
by countless professionals.5 Recently, the attacks have shifted 
from espionage to destruction; nations are actively testing how 
far they can go before the state will respond.6 For example, 
following reports of infiltration by foreign spies, the U.S. 
government did little more than admit that the nation’s power 
grid is vulnerable to cyber attack.7 Alarmingly, the software 
left behind in these attacks reportedly had the capability 
of shutting down the country’s electric grid.8 Former CIA 
operative, Robert Baer, stated that these types of attacks are 
not uncommon:

[Other countries’] foreign intelligence service has been 
probing our computers, our defense computers, our 
defense contractors, our power grids, our telephone 
system … I just came from a speech at the national 
defense university and they were hit by the Chinese 

trying to get into their systems. They are testing and 
have gotten in portals. It’s a serious threat.9

Cyber attacks that are reasonably expected to cause injury 
or death to persons, or damage or destruction to objects, 
are generally illegal under international law. However, such 
an attack may be permissible if: (1) the attack is undertaken 
by the armed forces of the state; (2) the attack effectively 
distinguishes between military and civilian personnel and 
objects; (3) the attack respects the jus in bello principles of 
necessity and proportionality; and (4) the attack occurs 
during an armed conflict. Part II will examine the question 
of attribution for cyber attacks, while Part III will emphasize 
the controlling factors for the legality of cyber attacks in the 
context of an armed conflict. Finally, Part IV argues that cyber 
attacks attributable to the state that are reasonably expected to 
cause injury or death to persons or damage or destruction to 
objects are impermissible under international law outside of a 
recognized armed conflict, with perhaps an exception for self-
defense under Article 51 of the Charter of the United Nations.

II. ATTRIBUTION OF CYBER ATTACKS

A. Definition of a Cyber Attack

The first question to address is what, exactly, constitutes a 
cyber attack? The Stanford Draft International Convention 
to Enhance Protection from Cyber Crime and Terrorism 
defines cyber attacks as: “[The] intentional use or threat 
of use, without legally recognized authority, of violence, 
disruption or interference against cyber systems, when it is 
likely that such use would result in death or injury of a person 
or persons, substantial damage to physical property, civil 
disorder, or significant economic harm.”10 A broader definition 
of cyber attacks may be found in the U.S. Department of 
Defense’s Dictionary of Military Terms, which defines a 
“computer network attack” as “[a]ctions taken through the 
use of computer networks to disrupt, deny, degrade, or destroy 
information resident in computers and computer networks, or 
the computers and networks themselves.”11 By comparison, 
the Tallinn Manual on the International Law Applicable to 
Cyber Warfare contains a narrow definition: it defines a cyber 
attack as “a cyber operation, whether offensive or defensive, 
that is reasonably expected to cause injury or death to persons 
or damage or destruction to objects.”12
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The characterization under the Tallinn Manual—limiting the 
scope to any resulting “injury or death” and “destruction to 
objects,” while excluding purely economic harm—is the most 
applicable to customary international law on the use of force.13 
Although all of the incidents described by the Stanford Draft 
International Convention and the Dictionary of Military Terms 
compromise the security of a computer network, mere cyber-
espionage or cyber-exploitation does not constitute a cyber-attack 
for the purposes of this analysis.

After the act is defined, the next problem is whether the 
cyber attack is attributable to the state. There are two possible 
scenarios in which a cyber attack is attributable to a state: (1) 
when a state permissively allows its territory to be used to 
carry out the attack (such as when a state offers safe haven to a 
terrorist organization that conducts a cyber attack); or (2) when 
a state overtly or implicitly directs the acting party engaging in 
the particular conduct (such as when a state orders its armed 
forces to undertake a cyber attack).

B. Territorial Attribution of a Cyber Attack

It is well established in international law that the “effects 
principle” permits the extraterritorial regulation of activities 
that impact a state’s territory.14 For example, the Third 
Restatement of Foreign Relations Law states that international 
law recognizes that a nation may provide rules with respect to 
“conduct outside its territory that has or is intended to have 
substantial effect within its territory.”15 Although this type of 
territorial integrity is a fundamental principle of international 
law and relations, it is difficult to apply to “commons” such as 
cyberspace.16 Hence, although a state may establish domestic 
cyber law, imposing it is another matter.

And although the existence and enforcement of domestic law 
criminalizing cyber attacks is one way to lessen the liability of 
a state for attacks independently perpetrated by private actors, 
based on the effects principle, even those acts not sanctioned by 
the state’s domestic law may still be considered attributable to 
that state. If the state knew or should have known its territories 
were being used for acts against other states, it may be in 
violation of the law.17

The attributable conduct can consist of both actions or 
omissions: in the Corfu Channel case, for example, the 
International Court of Justice (ICJ) held that it was a sufficient 
basis for Albanian responsibility that it knew, or must have 
known, of the presence of mines in its territorial waters and 
did nothing to warn other states of their presence.18 Similarly, 
the 1986 Libya precedent demonstrates that states that 
unwittingly, or permissively, allow their territory to be used to 

carry out attacks are guilty of committing an act of aggression 
themselves.19 In that case, the U.S. intercepted messages 
between Tripoli and Libyan agents in Europe in which the 
Libyan leader, Colonel Gaddafi, allegedly ordered an attack 
in West Berlin that killed two U.S. servicemen.20 In the trial 
that followed, the Berlin court held that Libya was to a large 
extent responsible for the attack, as the attack had been planned 
and carried out by members of the Libyan secret service in the 
Libyan Embassy in East Berlin.21

Yet the analysis cannot end by simply determining the point 
of origin. Unlike Corfu Channel or the Libyan precedent, the 
fact that a cyber operation has been launched or otherwise 
originates from governmental cyber infrastructure is not 
sufficient evidence in and of itself to attribute the operation to 
that state;22 often, attacks are routed through multiple nations 
before the intended target is reached. The transnational realities 
of cyberspace are such that satisfactory territorial attribution 
depends largely on the actual knowledge of the state. 23

A good example is the United States Diplomatic and Consular 
Staff in Tehran: in that case, fifty-two U.S. diplomats and 
citizens were held hostage for 444 days after a group of Iranian 
students belonging to the Muslim Student Followers of the 
Imam’s Line, who were supporting the Iranian Revolution, took 
over the U.S. Embassy in Tehran.24 There, the ICJ held that the 
Islamic Republic of Iran was responsible due to the “inaction” 
of its authorities, which “failed to take appropriate steps” in 
circumstances where such steps were evidently called for.25 The 
court concluded that the actions of a state’s citizens could be 
attributed to the government if the citizens “acted on behalf on 
[sic] the State, having been charged by some competent organ 
of the Iranian State to carry out a specific operation.”26

While the court did not obtain enough evidence to attribute 
the actions of the citizens to the government in that specific 
instance, the ICJ did determine that the Iranian government was 
nonetheless responsible on the grounds that it was aware of its 
obligations under the 1961 Vienna Convention on Diplomatic 
Relations and the 1963 Convention on Consular Relations to 
protect the U.S. embassy and its staff, and failed to comply 
with its obligations.27 In other words, if there is insufficient 
evidence to find attribution outright, then governmental 
awareness may be sufficient to establish a violation of law.28 
Thus, in the context of a cyber attack, a state may be held in 
violation of international law by permissiveness established by 
its awareness of—and inaction towards—an illegal act or acts 
originating in its territory.
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C. Organizational Attribution of a Cyber Attack

As to the second scenario, there are situations in which a state 
may have overtly or implicitly directed the party engaging 
in the disputed conduct. The simplest example, of course, 
would be if the armed forces of a state (as compared to 
unaffiliated citizens) acted under government command. In 
that case, attribution to the state for the cyber attack would 
be indisputable. However, even the acts of non-government 
parties—or even non-state parties—may still result in state 
liability for the attack. There may even be adequate evidence 
of state responsibility in situations where the conduct occurred 
entirely outside the state’s borders by actors of independent 
nationalities. In that situation, the analysis is, then, whether 
the state in question exercised adequate “territorial control” 
over the actors in question.

There are two standards in tension when determining adequate 
territorial control: the doctrine of effective control and the 
doctrine of operational control.29 The effective control doctrine, 
originating in the ICJ’s Nicaragua case, recognizes a country’s 
effective control over paramilitaries or other non-state actors only 
if the actors at issue act in “complete dependence” on the state.30 
In contrast, the operational control doctrine, illustrated by the 
International Criminal Tribunal for the Former Yugoslavia 
(ICTY) in the Tadic case, held that where a state has a role in 
organizing and coordinating, in addition to providing support 
for a group, it has sufficient overall control so that the group’s 
acts are attributable to the state.31 

Therefore, a cyber attack could be attributable to a state if the 
state had either (1) “complete dependence” over those actors 
perpetrating the act under the Nicaragua standard; or (2) 
awareness that the cyber act was occurring or likely to occur, 
and failed to take appropriate remedial measures. Notably, 
despite conflicting precedents, the ICJ has consistently used 
the more restrictive Nicaragua standard in its jurisprudence.32 If 
there is no state nexus—that is, if the act was undertaken solely 
by private actors with no connection to the state whatsoever—
then the cyber attack would be purely a matter of domestic law. 
After ascertaining responsibility, we next turn to the issue of 
whether cyber attacks would be permissible under international 
law during an armed conflict.

III. WARTIME CYBER ATTACKS

Cyber operations executed in the context of an armed conflict 
are subject to the law of armed conflict, or international 
humanitarian law (IHL), if there is a nexus between the cyber 
attack and the armed conflict.33 Under IHL, a cyber attack 

may be permissible if: (1) the attack is undertaken by the 
armed forces of the state; (2) the attack effectively distinguishes 
between military and civilian personnel and objects; and (3) 
the attack respects the jus in bello principles of necessity and 
proportionality.

A. Permissible Participants in a Cyber Attack

In an armed conflict, the law contemplates only two categories 
of persons: civilians and combatants.34 Although all members 
of the armed forces of a party to the conflict are combatants, 
according to the Hague Conventions only members of a 
nation’s regular armed forces are entitled to use force against 
an enemy.35 Conversely, a combatant may be targeted solely 
based on his or her combatant status.36 They are legitimate 
military targets, and as such can be attacked until hostilities 
cease.37 However, combatants cannot conceal their allegiance; 
they must be recognizable as combatants while preparing for 
or during an attack:38

Under the principle of distinction, all involved in 
armed conflict must distinguish between … the 
combatants, on the one hand, and civilians on the 
other hand. Combatants must, therefore, distinguish 
themselves (i.e., allow their enemies to identify them, 
from all other persons, the civilians, who may not be 
attacked nor directly participate in hostilities).39

Under Protocol I, Article 44, soldiers who do not identify 
themselves as combatants by wearing a uniform or by carrying 
arms openly during or in preparation for the engagement would 
likely be stripped of their combatant privilege by a tribunal.40 
The “combatant’s privilege” entitles an individual engaging 
in hostilities to protection from being criminally prosecuted 
for merely taking part.41 Combatants are allowed, within 
explicit guidelines, to use force and perform acts that would 
be considered criminal in a civilian context—such as murder, 
assault and damage to property—without being regarded as 
offenders.42

There are three primary limitations on the combatant’s 
privilege.43 First, the combatant must be acting on the state 
or group’s behalf.44 Second, combatants are not entitled to 
immunity for war crimes.45 Third, only combatants are entitled 
to claim the combatant’s privilege.46 Therefore, individuals not 
members of the armed forces—and those who fail to uphold 
the requirements of the privilege while perpetrating a cyber 
attack—would be considered in violation of Protocol I.

However, how do individuals properly identify themselves or 
openly carry arms in a medium such as cyberspace? A computer 
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is certainly not a weapon in the traditional sense, and uniforms 
mean nothing in the virtual world. In combat situations, 
distinctive signs may replace service uniforms—particularly in 
covert operations.47 They are often used to mark an item of the 
uniform—such as a beret, arm patch or lanyard.48 It is unclear 
whether such provisions would extend to cyber operations, 
though if so, likely the IP address of the military computer 
could serve as sufficient identification.49

Unfortunately, the internet is the ideal platform for plausible 
deniability.50 States generally do not engage in cyber attacks 
openly, but rather tend to try to hide their responsibility 
through technical means and by perpetrating the attacks 
through non-state actors with ambiguous relationships to state 
agencies.51 For example, a cyber weapon reportedly designed by 
Israel and the U.S. was launched against Iran as early as 2008.52 
The weapon targeted cascades and centrifuges at the Natanz 
uranium enrichment plant in Iran in an effort to set back Iran’s 
ability to produce a nuclear weapon.53 Cyber attacks such as 
this, not undertaken openly by a branch of the state’s armed 
forces, would constitute an illegal use of force—perhaps even 
rising to the level of an armed attack.54

B. The Principle of Distinction in a Cyber Attack

As previously stated, computers are not the traditional weapons 
of an armed attack. Under international law, all new weapons, 
means and methods of warfare should be subject to rigorous and 
multidisciplinary review.55 This analysis includes humanitarian 
concerns, for example, as seen in the ICJ Advisory Opinion on 
nuclear weapons:

[T]he principles and rules of law applicable in armed 
conflict—at the heart of which is the overriding 
consideration of humanity—make the conduct 
of armed hostilities subject to a number of strict 
requirements. Thus, methods and means of warfare, 
which would preclude any distinction between 
civilian and military targets, or which would result in 
unnecessary suffering to combatants, are prohibited. 
In view of the unique characteristics of nuclear 
weapons, to which the Court has referred above, the 
use of such weapons in fact seems scarcely reconcilable 
with respect for such requirements.56

Similarly, cyber attacks that directly and intentionally result 
in non-combatant deaths and destruction of property breach 
modern prohibitions on the use of force.57 General Assembly 
Resolution 2444 (XXIII) affirms that a party’s right to injure 
the enemy is not unlimited, that attacks against civilian 
populations are prohibited and that the distinction between 

persons taking part in hostilities and members of the civilian 
population must be made at all times.58 General Assembly 
Resolution 2675 (XXV) reiterates the aforementioned, as well 
as further emphasizes that fundamental human rights continue 
to apply fully in situations of armed conflict, and that civilian 
populations, dwellings, installations, places or areas designated 
for the sole protection of or use by civilians should not be the 
object of military operations.59

For instance, the apparent Israeli shellfire that knocked out 
the Gaza Strip’s only electrical power plant in 2014 worsened 
the humanitarian crisis for the territory’s 1.7 million people.60 
Damaging or destroying a power plant, even if it also served 
a military purpose, would be an unlawful disproportionate 
attack under the laws of war, causing far greater civilian harm 
than military gain.61 The shutdown of the Gaza Power Plant 
drastically curtailed the pumping of water to households and 
the treatment of sewage.62 It also caused hospitals, already 
straining to handle the surge of war casualties, to increase 
their reliance on precarious generators.63 Finally, it affected the 
food supply by shutting off refrigerators and forced bakeries to 
reduce their bread production.64

A pointed cyber attack could have similar effects, and be equally 
unlawful. The President’s Commission on Critical Infrastructure 
Protection (PCCIP), a group charged with assessing the U.S.’ 
vulnerability to computer attacks, has identified five critical 
infrastructures whose incapacity or destruction would cripple the 
nation’s civilian population: information and communications, 
physical distribution, energy, banking and finance and vital 
human services.65 This infrastructure, if the object of a cyber 
attack, would suffer the same harm as if the target of a more 
traditional weapon, such as an explosive. By giving rise to 
substantially the same kinds of harm as those found in accepted 
modes of warfare, certain cyber attacks could potentially be 
categorized as indiscriminate armed attacks if directly and 
intentionally resulting in non-combatant deaths and destruction 
of property.

C. The Principles of Necessity and 
Proportionality in a Cyber Attack

Furthermore, during an armed conflict, cyber attacks must be 
governed by the principles of necessity and proportionality. The 
law of war requires that parties distinguish between military 
and civilian personnel, objects and installations, and limit 
attacks to military objectives.66 Article 52.2 of Protocol I states 
that “military objectives are limited to objects that are effective 
contributions to military action and whose destruction offers a 
military advantage.”67 In other words, infrastructure that makes 
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no direct contribution to the war effort remains immune from 
deliberate attack, and that which does may only be targeted in 
certain circumstances.68

Military necessity is governed by several constraints: an attack 
or action must be intended to help in the military defeat of the 
enemy, it must be an attack on a military objective and the harm 
caused to civilians or civilian property must be proportional 
and not excessive in relation to the concrete and direct military 
advantage anticipated.69 The International Committee of the 
Red Cross commentary on Article 51 of the 1977 Additional 
Protocol I, which details the rule on proportionality in attack, 
states:

Of course, the disproportion between losses and 
damages caused and the military advantages 
anticipated raises a delicate problem; in some 
situations there will be no room for doubt, while in 
other situations there may be reason for hesitation. In 
such situations the interests of the civilian population 
should prevail.70

As earlier acknowledged under the principle of distinction, 
a cyber attack that fails to discriminate between military 
and civilian targets is in direct violation of international 
law—specifically, Protocol I, Article 51(4).71 The law places 
the responsibility for collateral damage resulting from 
disproportionate attacks on the party that failed to properly 
isolate military targets from noncombatants and civilian 
property.72 Protocol I, Article 51 further codifies the law of 
proportionality: “An attack which may be expected to cause 
incidental loss of civilian life, injury to civilians, damage to 
civilian objects … which would be excessive in relation to the 
concrete and direct military advantage anticipated [is to be 
considered indiscriminate].”73

That is not to say civilians may never be targeted: a military 
decision maker must weigh potential civilian casualties, 
destruction of civilian property and the loss of indispensable 
civilian items against the benefit of achieving a military 
objective.74 However, complementing and implicit in the 
principle of military necessity is the principle of humanity.75 
This principle forbids the infliction of suffering, injury or 
destruction not actually necessary for the accomplishment of 
legitimate military purposes.76 The principle of humanity itself 
is derived from the Martens Clause, providing that combatants 
“remain under the protection and the rule of the principles of 
the law of nations,” derived from the usages established by the 
dictates of public conscience.77

Therefore, unless a cyber attack undertaken by the state during 
an armed conflict is precise enough to distinguish between 
civilian and military objects and—more significantly—
effectively isolate the resulting harm to those targets to an 
acceptable degree, it would not be a permissible use of force 
during times of war. Finally, we must consider whether such 
a computer-based attack would be permissible during times of 
peace.

IV. PEACETIME CYBER ATTACKS

Generally speaking, the U.N. Charter prohibits international 
intervention through the use of force.78 The definition of 
“force” could be interpreted strictly in accordance with the text, 
or with the broad object and purpose of the U.N. Charter.79 
Although it remains a contentious issue, “force” may not be 
restricted to a traditional armed attack.80 For example, a cyber 
attack aimed at causing harm to property and humans can be 
“reasonably characterized as a use of armed force” that falls 
under the prohibition of Article 2(4).81 Conversely, an incident 
in which one state attempts to disrupt, deny, degrade or destroy 
information resident in computers and computer networks 
from another would generally not constitute a use of force.82

A. Self-Defense in a Cyber Attack

In response to a use of force, states have two options: (1) self-
defense; and/or (2) Chapter VII action by the Security Council. 
States have the right to engage in self-defense if the use of force 
against them rises to the level of an “armed attack.”83 The 
ordinary meaning of the term “armed” is “equipped with or 
carrying a weapon or weapons,” “involving the use of firearms” 
and “prepared to activate or explode.”84 An “attack” under 
international humanitarian law refers to a particular category 
of military operations: for example, Article 49(1) of the 1977 
Additional Protocol I to the 1949 Geneva Conventions defines 
“attacks” as “acts of violence against the adversary, whether 
in offence or in defense.”85 Though a computer is neither a 
weapon nor firearm, a cyber attack that results in an explosion 
or similar act of violence could be termed an “armed attack” for 
the purposes of Article 51.

However, in the Nicaragua case, the ICJ recognized that there 
are “measures which do not constitute an armed attack but may 
nevertheless involve a use of force” and distinguished “the most 
grave forms of the use of force from other less grave forms.”86 
The court cited supplying weapons and providing logistical 
support to a rebel group in another state as an example of a 
use of force that did not amount to an armed attack against 
that state.87 Similarly, a state providing hacking tools to a 
terrorist group in another state may constitute an impermissible 
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use of force, but not an armed attack. According to the 31st 
International Conference of the Red Cross and Red Crescent 
Society (ICRC) in 2011, “cyber operations do not fall within 
the definition of ‘attack’ as long as they do not result in physical 
destruction or when its effects are reversible.”88

Another legal caveat for self-defense—particularly preemptive 
self-defense—is that the threat must be real, credible and create 
an imminent need to act in accordance with the Caroline 
doctrine.89 The Caroline doctrine established that there had 
to exist “a necessity of self-defence, instant, overwhelming, 
leaving no choice of means, and no moment of deliberation.”90 
No strict prohibition precludes preemptive government use 
of force as long as the perceived threat is demonstrated to be 
real and immediate, and the state adheres to the criteria of 
proportionality and necessity: “since the act justified by the 
necessity of self-defence, must be limited by that necessity, and 
kept clearly within it.”91 The imminent threat is a standard 
criterion developed by Daniel Webster as he litigated the 
Caroline affair.92

In other words, if a state were faced with an attack that did 
not occur in conjunction with, or as a prelude to, conventional 
military force, the state would be allowed to respond with 
force in self-defense only if the attack was intended to directly 
cause property destruction or physical injury.93 Similarly, at the 
ICRC Conference, the organization circulated a background 
paper noting that “acts of violence … [denote] physical force.”94 
Nevertheless, “cyber operations by means of viruses, worms, 
etc., that result in physical damage to persons, or damage 
to objects that goes beyond the computer program or data 
attacked could be qualified as ‘acts of violence’, i.e. as an attack 
in the sense of [international humanitarian law]” and result in 
the permissible use of self-defense.95

As with an armed conflict, a state’s use of armed force in 
response to a cyber attack must also comply with the principles 
of necessity and proportionality under customary international 
law.96 The principle of necessity requires that force must be 
used only as a last resort, when peaceful means cannot achieve 
the state’s overall aim.97 Proportionality extends this logic, 
prohibiting force if the scope and intensity of force is excessive 
in relation to the state’s actual or imminent danger.98 Yael Stein, 
the research director of The Israeli Information Center for 
Human Rights in the Occupied Territories, contends:

The argument that this policy affords the public a 
sense of revenge and retribution could serve to justify 
acts both illegal and immoral. Clearly, lawbreakers 
ought to be punished. Yet, no matter how horrific 

their deeds … they should be punished according to 
the law. [These] arguments could, in principle, justify 
the abolition of formal legal systems altogether.99

Though customary international law had previously accepted 
reprisal, retaliation and retribution as reasonable responses, these 
types of strikes are illegal under contemporary international 
law because they are punitive—rather than legitimate—actions 
of self-defense.100 Hence, a state may utilize a cyber attack in 
response to a use of force that rises to the level of an armed 
attack, so long as the act remains curtailed by the necessity of 
self-defense and is proportional in both gravity and scale.

B. Chapter VII Response to a Cyber Attack

Alternatively, the Security Council may authorize collective 
action to maintain or enforce international peace and 
security.101 Specifically, the United Nations’ Charter authorizes 
the Security Council to investigate any situation threatening 
international peace; recommend procedures for peaceful 
resolution of a dispute; call upon other member nations to 
completely or partially interrupt economic relations as well 
as sea, air, postal and radio communications; or to sever 
diplomatic relations and enforce its decisions militarily, or by 
any means necessary.102

Therefore, cyber attacks attributable to the state that are 
reasonably expected to cause injury or death to persons or 
damage or destruction to objects are impermissible under 
international law outside of a recognized armed conflict. Even 
then, a state’s response to a cyber attack that rises to the level 
of an “armed attack” must be restrained by the confines of 
necessity and proportionality under international law. All other 
cyber attacks would likely constitute a use of force in violation 
of Article 2(4) and result in action by the United Nation’s 
Security Council. However, that analysis is beyond the scope 
of this article.

V. CONCLUSION

Recently, the United Nations’ Group of Governmental 
Experts agreed to initiate international rules of cyberspace 
for both peace and wartime.103 However, excluded from the 
consensus document was a U.S.-sponsored proposal to identify 
the implications of a 2013 experts’ group agreement that 
international law generally applies in cyberspace just as it does 
on land or at sea.104 Specifically, the U.S. wanted to include a 
citation to Article 51 of the U.N. Charter to legitimize a military 
response to an attack that caused death and destruction.105 As a 
result of the objections, the experts’ group ultimately agreed to 
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workaround language that endorsed the essence of Article 51, 
without explicitly referencing the document.106

The current state of international politics, with the demise 
of the Soviet Union as a superpower and the United Nations 
coalition victory in the 1991 Gulf War, has created a situation 
where non-conventional means offer the best mechanism to 
attack advanced “Western” countries.107 The Chinese, with 
their vast state-owned enterprises often run by the People’s 
Liberation Army, have argued that economic security and 
national security are one when it comes to the offensive use 
of cyber weapons.108 China is one of a limited number of 
countries whose military is specifically and openly exploring 
the incorporation of computer attacks into its broader military 
doctrine and strategy.109 In fact, the Chinese government has 
gone so far as to contemplate the development of a fourth 
branch of its military dedicated to computer and Information 
Warfare (IW), as well as recruiting civilian hackers and training 
them at army schools to create a cadre of “cyber warriors.” 110

By comparison, the Council of Europe and the U.S. hold that 
these types of activities constitute criminal acts.111 During 
his campaign, former President Obama stated that: “We 
must urgently seek to reduce the risks from three potentially 
catastrophic threats: nuclear weapons, biological attacks, and 
cyber warfare.”112 On April 1, 2015, President Obama issued an 
Executive Order establishing the first-ever economic sanctions 
program in response to cyber attacks.113 According to the 
Order, individuals and entities responsible for cyber attacks 
that threaten the national security, foreign policy, economic 
health or financial stability of the U.S. will have their assets 
frozen by the Treasury Department.114

Before the infamous Russian election-meddling scandal, 
General Valery Gerasimov, chief of staff of the Russian Armed 
Forces, published an article in a military trade magazine 
describing a change in doctrine from large-scale traditional 
warfare to a hybrid, “asymmetrical” approach that effectively 
hacks an enemy’s society rather than carries out a direct 
physical attack:

Long-distance, contactless actions against the enemy 
are becoming the main means of achieving combat 

and operational goals. The very ‘rules of war’ have 
changed. The role of nonmilitary means of achieving 
political and strategic goals has grown, and, in many 
cases, they have exceeded the power of force of 
weapons in their effectiveness.115

Cyber technologies and infrastructure—from satellites to smart 
phones—play an increasingly indispensable role in daily life. 
At the same time, threats to cyber security are becoming both 
more numerous and more serious.116

The failure of the international community and this country 
to address these concerns in a united and consistent manner 
is a threat to every technologically-dependent nation on the 
planet. Perhaps the responsibility falls on the civilians, then, 
to pressure their governments to adopt these general guidelines 
into reasonable, well-defined and enforceable law—law that 
transcends borders for the sake of us all.
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I. INTRODUCTION

When faced with a choice between privacy and 
convenience, most individuals often, albeit 
unwittingly, choose the latter over the former. It 

appears that privacy is the price individuals are willing to pay for 
convenience, and history has borne witness to this fact. Despite 
the absence of privacy, individuals historically embraced (then) 
novel means of communication on account of the convenience 
they provided. The 1870s saw a shift from the use of sealed 
letters to less private but more convenient postcards.1 During 
the early 20th century, people welcomed shared technology by 
using telephones with party lines in lieu of individual telephone 
lines.2 In the present internet age, individuals willingly “partake 
in the offerings of the internet and participate in what has 
become one of the most important social spheres.”3 Evidently, 
privacy in the realm of technological innovation is perceived to 
be far less important than ostensible benefits made available by 
technology. 

The most recent iteration of the choice of convenience over 
privacy in the realm of communication relates to the Internet 
of Things (IoT), defined as “a network that connects uniquely 
identifiable Things to the Internet, [which] have sensing [or] 
actuation and potential programmability capabilities.”4 A 
beacon of convenience, the IoT allows “billions of digital devices, 
from smartphones to sensors in homes, cars, and machines of all 
kinds, [to] communicate with each other to automate tasks and 
make life better.”5 It monitors users’ everyday lives by collecting 
information,6 and consequently claims to improve said lives 
through automation by streamlining daily and routine tasks.7 
It likewise creates possibilities to “improve energy conservation, 

efficiency, productivity, public safety, health, education and 
more,”8 thus aiding in the development of “new economic and 
social opportunities”9 in an interconnected world. The IoT 
has also disrupted everyday lives by encouraging connectivity 
through “a variety of cool and mundane objects that people 
interact with”10 as opposed to interacting with each other.

But behind the smoke and mirrors of the IoT and the 
convenience it purportedly offers lie serious concerns regarding 
security and privacy. To achieve the connectivity and efficiency 
it promises, the IoT collects unparalleled amounts of data 
regarding users’ personal lives. The technology within the IoT 
gathers data and “provides for a real-time application of data 
processing, data storage, and data analysis.”11 In fact, the IoT 
has effectively changed the notion of privacy. By design, it is “a 
system of surveillance,”12 which “has the potential to generate 
an almost inescapable data web that monitors many aspects of 
[users’] li[ves].”13 This runs counter to human behavior in our 
society; people typically exclude strangers from entering their 
homes or private spaces for fear of invasions to their privacy 
or risk of harm to their safety and security. However, people 
knowingly and willingly place IoT devices inside their homes, 
referred to as Home Internet of Things (Home IoT) devices. 
They willingly purchase these devices for convenience wrapped 
in “cool” technology, but, in reality, they have let strangers 
inside their most private spaces, allowed them to listen to their 
most private conversations and even welcomed them inside 
their own thoughts.

The preference for convenience is also manifested in the 
response to lengthy contracts in the form of terms and 
conditions, or licenses in the guise of operating manuals 
that accompany Home IoT devices. People scroll over these 
contractual documents as quickly as possible, or sometimes 
not at all, to access a website or to use a new technological 
gadget without a second thought as to the need to protect 
their personal privacy. This behavior may have arisen from the 
ambiguity and one-sidedness of such form contracts, which 
people encounter on a frequent basis. The recent Facebook and 
Cambridge Analytica fiasco is an example. Facebook’s user 
data was collected through a personality quiz and later sold 
to the political firm Cambridge Analytica.14 In Congressional 
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hearings, the Terms of Use of the leading technology giant 
Facebook were criticized for being too difficult for average users 
to comprehend.15 The contract was also deemed too one-sided 
in favor of Facebook.16 In other words, the incomprehensibility 
of the Terms of Use could have led Facebook’s users to give 
up on any attempts to read and understand the contract, and 
instead encouraged them to simply agree with the one-sided 
contractual provisions as they were written. It is likely that 
technology manufacturers are taking advantage of individuals’ 
strong preference for convenience. 

This article seeks to address the way in which Home IoTs, 
specifically those with recording capabilities, invade an 
individual’s sphere of privacy. The invasive nature of Home 
IoTs is considered in light of the consent-based approach of, 
and principles on the lawful processing of data espoused in, the 
European Union General Data Protection Regulation (GDPR 
or Regulation), as well as the sector-specific data privacy 
protection framework of the U.S., with a particular focus on the 
State of California. The article will also examine contractual 
abuses resulting from contracts of adhesion and data ownership 
issues arising from Home IoTs and related data breaches. 

This article is structured as follows: Part II discusses the 
interconnected nature of Home IoTs and related risks. Part 
III focuses on the contracts that govern the use of Home 
IoTs, which expand the individual’s sphere of privacy, albeit 
unwittingly, and attempt to change the rules of ownership. Part 
IV briefly introduces the GDPR and explores its consent-based 
approach for protection of personal data; it also examines the 
sector-specific framework of relevant U.S. privacy-related laws, 
and their effects on the use of Home IoTs. 

II. THE INTERCONNECTED NATURE OF HOME 
INTERNET OF THINGS 

More commonly known as “smart objects,”17 the IoT 
encompasses an “intelligent, invisible network fabric”18 of 
everyday objects which are embedded with technology allowing 
them to connect and communicate with each other and the 
internet.19 20 The IoT movement has been well embraced by 
individuals to the point that the number of connected devices 
has exceeded the number of people.21 

A subset of the IoT comprises Home IoTs, which consist 
of devices specifically catered to home automation. These 
include “monitoring systems, smart appliances, and 
connected entertainment,”22 which allow people to control 
their homes at their own convenience.23 Through optimal 
use and proper programming, home automation contributes 
to improved efficiencies,24 reduced costs and conservation of 

energy.25 However, by allowing these devices to control home 
environments, people are also permitting them to collect, 
transmit and analyze data about their way of life. 

This is made easier through Home IoTs with recording 
capabilities or smart speakers such as Amazon’s Alexa, Google 
Home and Apple HomePod (Home IoT Smart Speakers), 
which allow individuals to instruct them to perform certain 
tasks and to control other Home IoT devices.26 These devices 
are trained in vocal recognition to respond to instructions to 
provide personalized results.27 However, an underlying aspect 
of vocal recognition is listening and, consequently, recording 
any information and conversations made within the devices’ 
vicinity.28 Although the information gathered is used “to 
improve the accuracy of the results provided to [individuals] 
and to improve [the] services [provided],”29 the information 
may likewise be used for nefarious purposes which ultimately 
compromises privacy and security.

The growing risk of Home IoTs is manifested in security and 
privacy concerns surrounding the use of these devices. Security 
considerations primarily arise due to poorly secured devices,30 
which “enable[s] unauthorized access and misuse of personal 
information, facilitate[s] attacks on other systems, and create[s] 
physical safety risks.”31 The lack, or absence, of strong and 
reliable security features acts as an entry point for cyberattacks.32 

The nature of interconnectivity and promise of convenience 
likewise increase security risks. Home automation encourages 
individuals to use several Home IoTs in their homes to 
maximize the benefits of interconnectivity. This results in 
an “increase[d] … number of vulnerabilities” which cyber 
attackers may target to attack network systems and remotely 
control Home IoTs.33 The same interconnectivity which offers 
convenience poses a danger34 by inviting potential attackers to 
access and steal massive amounts of information35 for identity 
theft, and to compromise access points with the goal of spying 
on individuals or attacking third parties.36

Home IoT Smart Speakers, in particular, are most vulnerable 
to eavesdropping and unauthorized conversation attacks.37 
Eavesdropping, also termed “sniffing,” is defined as 
“intentionally listening to private conversations over the 
communication links.”38 The listening and recording features 
of Home IoTs in the form of smart speakers allow cyber 
attackers to access and process “captured information to 
design other tailored attacks.”39 Unauthorized conversation 
refers to the connective and communicative ability of Home 
IoTs to acquire and share information with other Home IoTs 
which may result in the “control of the whole home automation 
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system.”40 Should a cyber attacker successfully take control of 
Home IoT Smart Speakers that have the ability to control other 
Home IoTs, then the security risk associated with controlling a 
home is aggravated.

Another prevalent concern is the invasive nature of Home 
IoTs on individuals’ privacy. As a concept, privacy pertains 
to “confidential aspects of life, control of one’s own public 
profile and a life free of unwarranted interference.”41 The 
IoT movement has drastic effects on privacy arising from 
the sheer amount of data collected, retained and analyzed.42 
The information accumulated by these devices encompasses 
data about an individual’s lifestyle, preferences, location and 
daily habits.43 When aggregated,44 the available data “paint 
detailed digital portraits”45 of individuals. These pieces of 
personal information, whether aggregated or not, may be sold 
to third parties so as to arm them with tools to understand 
their markets, or worse, for surveillance purposes.46 The 
commercialization of personal information is a grave form of 
invasion of individual privacy since it allows manufacturers and 
third parties, who have been granted access, to extract patterns 
in human behavior and preferences which are often perceived 
to be of high value.47 Dire consequences arising from this 
phenomenon include preconceived discrimination and misuse 
and abuse of data.48 

With regard to Home IoT Smart Speakers, every instruction 
and command to these devices translates to behavioral data 
collected about individuals,49 which may be sold and utilized for 
marketing purposes. Further, their ability to listen and record 
instructions and conversations likewise poses an increased risk 
of spying or wiretapping.50 These blatant invasions of privacy 
violate the sanctity of the sphere of privacy.

Despite their convenience, Home IoTs also come with 
significant risks with potential far-reaching consequences that 
raise concerns about the commercialization of individuals’ 
private information and abuse of data gathered.

III. HOME INTERNET OF THINGS AND THE 
SHIFT OF DATA OWNERSHIP BY MEANS OF 
CONTRACTS OF ADHESION

The act of bringing Home IoTs into individuals’ homes under 
the guise of convenience is tantamount to inviting Home IoTs’ 
manufacturers to collect, transmit, analyze and capitalize on 
customers’ personal information based on their “purchasing 
habits, preferences, and daily routines.”51 Individuals have 
effectively permitted Home IoT manufacturers to gain 
“unprecedented access to immense amounts of electronic 
data”52 to the detriment of their personal privacy. However, 

Home IoT manufacturers have gone a step further. Like a thief 
in the night, Home IoTs have been silently shifting the rules 
of data ownership.53 While the rules as to ownership of data 
gathered by Home IoT devices are unclear,54 many, if not all, 
Home IoT manufacturers have claimed ownership over any or 
all information they have collected through the use of such 
devices. 

Much significance is attached to ownership of data derived 
from the use of Home IoT devices. Control over any activity 
concerning data stems from ownership. Without a clear 
indication of ownership, Home IoT manufacturers are free to 
engage in the commercialization of gathered data, whether in 
singular or aggregated form. 

Home IoT manufacturers take advantage of lengthy and obscure 
Terms and Conditions and Privacy Policies by “includ[ing] 
contracting terms that, at the very least, skew in the company’s 
favor, or, at the very worst, include contractual abuse.”55 Further, 
individuals’ strong preference for convenience, as manifested 
by their easy acquiescence, is likewise a contributing factor 
since they tend to simply gloss over or completely ignore these 
contracts.

The claim of ownership over consumer data is usually couched 
in obscure legalese and embedded deep within Home IoTs’ 
Terms and Conditions. Terms and Conditions are electronic 
contracts which are “distance contract[s] concluded between 
absent parties which, as in any other contract, involve[] 
the exchange of consents between contracting parties with 
the intention to establish, modify, or extinguish a specific 
legal relationship.”56 These often take the form of contracts 
of adhesion which contain clauses governing the use and 
ownership of goods and services imposed by the manufacturer 
or service provider.57 

Contracts of adhesion are essentially “take it or leave it” 
contracts58 where negotiation of contractual terms is not 
entered into or even considered.59 These are usually drafted by 
the party in a stronger position.60 The weaker party may either 
agree to the terms as drafted, or reject the terms, thereby losing 
access to the use of Home IoT device.61 Left with not much of 
a choice, at least 90% of individuals, as determined in a recent 
survey, agree to Terms and Conditions without actually reading 
their contents, in exchange for access.62 

While it appears that technology has propelled the use of 
contracts of adhesion, this form of contracting is not novel. 
Contracts of adhesion were initially developed to address arms-
length exchanges during the early rise of capitalism and were 
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eventually embraced “due to their efficient and utilitarian 
function.”63 The rise of technology ushered in the era of 
shrink-wrap agreements, which retain the essential features 
of contracts of adhesion. Shrink-wrap agreements, which 
earned their moniker from the plastic wrap encasing software 
stored in physical media, likewise “impose[] restrictions on 
use, reproduction, transfer, and modification of the software 
program by the consumer.”64 The idea behind shrink-wrap 
agreements is that the potential user should read the pre-printed 
form encased by the shrink-wrap prior to opening the package.65 
Should he or she acquiesce to the Terms and Conditions, which 
often include strict licensing terms in favor of the manufacturer, 
then he or she proceeds to break the shrink-wrap. However, 
unbeknownst to the unwitting consumer, the tearing of the 
shrink-wrap signifies assent to the contractual terms drafted 
by the manufacturer.66 This puts the user in an unfortunate 
position which may result in relinquishment of any ownership 
rights over the software program, or perhaps of any data which 
he or she may input in the process of using the program.

Other forms of contracts of adhesion as enhanced by 
technology are the browse-wrap agreement and the click-wrap 
agreement. The browse-wrap agreement binds users based on 
the mere fact that they have been given the opportunity to 
browse through the Terms and Conditions.67 The agreement 
usually hides behind a link placed on an obscure part of a 
manufacturer’s website.68 It presumes that a user has agreed 
to and has accepted the Terms and Conditions through mere 
usage.69 This effectively disregards individual users’ power of 
giving active consent.70

Click-wrap agreements, otherwise referred to as clickthrough 
agreements, are “contract[s] of adhesion for the conclusion 
of which the service recipient of an offer made online (via 
Internet) has just to tick a box (make a simple click on an icon), 
the ‘Yes’ or ‘I accept’ or ‘I agree’ or other similar button.”71 A 
user is deemed to have assented to the Terms and Conditions by 
clicking “I agree.” This provides a more apparent manifestation 
of consent since some sort of signifier is required on the part 
of the user. However, the user remains powerless in his or 
her ability to negotiate any part of the contract. The user is 
effectively left with no choice but to agree and accept the Terms 
and Conditions should he or she wish to use the good or service.

The above contracts of adhesion, regardless of how they 
are named, often share the same characteristics that cause 
individual users to pass through or do away with reading 
them. Simply put, individual users enjoy a strong preference 
for convenience and manufacturers take advantage of this by 
capitalizing on the use of contracts of adhesion. Terms and 

Conditions are “notoriously difficult to understand” because 
of “opaque wording” unfamiliar to the ordinary user who 
understands neither legalese nor “a plethora of technological 
terms.”72 Further, most Terms and Conditions are designed and 
written based on “previous states of technological development” 
which renders them unsuitable for newer forms of technology.73 
Another concern is that many provisions governing use and 
ownership are scattered throughout several contracts.74 This 
renders the Terms and Conditions difficult to read, interpret 
and understand for the average individual user.75 Consequently, 
most individual users are “completely unaware” that they may 
have waived rights, including ownership and use, over their 
data. It is highly likely that waiver leads to the intentional 
sharing of data to third parties who unscrupulously sell the 
data to the highest bidder.76

Home IoT manufacturers maximize the advantage that legally 
permissible contracts of adhesion allow. Individual users 
signify their assent to one-sided contractual provisions by 
merely browsing or clicking through Terms and Conditions 
that govern the use and ownership of Home IoT devices and 
any data collected or generated. Assuming individual users do 
read the contracts of adhesion, they are not presented with “a 
realistic opportunity to bargain” since the acquisition or use 
of the product or service may only be acquired if one agrees to 
the contractual provision.77 As a result, individual users have 
waived their personal privacy as to any data they share with 
Home IoT devices and make available in their homes, thus 
significantly reducing their sphere of privacy. This engenders 
potential abuses with regard to privacy, placing the individual 
user in a perilous position. In fact, “in most aspects, [privacy] 
has already been compromised almost beyond repair.”78

IV. EXISTING PRIVACY LAWS AND FRAMEWORKS 
ARE INSUFFICIENT TO PROTECT PRIVACY 

In light of security and privacy concerns in the digital era, 
regulators have attempted to develop protective and preventive 
mechanisms to guard against potential abuses of individuals’ 
personal privacy. Establishing rules on privacy and security is 
paramount to building trust to protect one’s data and identity 
in the face of new and constantly evolving technological 
developments.79 

A. The Consent-Based Approach of the EU 
General Data Protection Regulation as 
Insufficient Means of Protecting Privacy

The leading legislation on privacy is the European Union’s 
General Data Protection Regulation (GDPR), which builds on 
the principles established by Data Protection Directive 95/46/
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EC.80 The GDPR aims “to harmonize data privacy laws” in 
the European Union for the protection of all of its individual 
members.81 Approved by the European Parliament on April 14, 
2016, the GDPR took effect on May 25, 2018.82

The GDPR acknowledges that “rapid technological 
developments and globalisation have brought new challenges 
for the protection of personal data,” such as the increased 
scale of collection and sharing of personal data.83 It likewise 
recognizes the double-edged sword of technology. On one 
hand, technology is integral to the economy and society, but 
on the other hand, it also permits abuses of personal data “on 
an unprecedented scale” for the benefit of corporations and 
state authorities.84 The GDPR strives to achieve the balance of 
“facilitat[ing] the free flow of personal data … while ensuring 
a high level of the protection of personal data.”85

The GDPR casts a wide net in terms of its scope of protection. 
Though seemingly limited to the protection of personal data 
within the European Union, the GDPR’s expansive scope 
affects individuals and corporations on a global scale. Its 
territorial scope operates broadly and involves data subjects 
and controllers outside the European Union. The provisions 
of the GDPR apply when: the data controller is based in the 
European Union regardless of where the processing occurs; the 
data controller, even if established outside the European Union, 
offers goods and services to individuals inside the European 
Union; and the data controller, even if established elsewhere, 
monitors the behavior of individuals within the European 
Union.86 This effectively guards individuals’ personal data 
against unscrupulous processors who collect personal data 
of individuals within the European Union with the aim 
of escaping the reach of the GDPR by processing the data 
elsewhere. 

The GDPR defines “personal data” as “any information 
relating to a identified or identifiable natural person,” who is 
also referred to as the data subject.87 The information collected 
by Home IoT manufacturers and their corresponding devices 
from individual users is considered personal data. The data 
collected allow Home IoT devices to associate certain results 
that are more attuned to the preferences of individual users. 
In effect, Home IoT devices provide a more effective response 
to the specific needs of an individual user. Under the GDPR, 
a controller refers to the person or entity who “determines the 
purposes and means of the processing of personal data,”88 and 
a processor is one who “processes personal data on behalf of 
the controller.”89 Home IoT manufacturers, as controllers, and 
their designated processors have a responsibility to comply 
with the rules of the GDPR. Failure to do so will result in 

penalties, the most severe of which is an administrative fine 
of “up to €20 million [approximately USD 23M] or 4% of 
the total worldwide annual turnover of the preceding financial 
year, whichever is higher.”90 

The GDPR primarily illustrates a consent-based approach to 
protecting personal data. The use of an individual’s personal 
data is highly dependent on whether he or she has granted 
consent to the processor or controller of personal data. In fact, 
absent any legitimate legal basis, lawful processing of personal 
data is based on the consent of the individual user.91 Under the 
Recitals of the GDPR, much significance is placed on the value 
of consent, to wit:

(32) Consent should be given by a clear affirmative 
act establishing a freely given, specific, informed and 
unambiguous indication of the data subject’s agreement 
to the processing of personal data relating to him or her, 
such as by a written statement, including by electronic 
means, or an oral statement. This could include 
ticking a box when visiting an internet website, 
choosing technical settings for information society 
services or another statement or conduct which clearly 
indicates in this context the data subject’s acceptance 
of the proposed processing of his or her personal data. 
Silence, pre-ticked boxes or inactivity should not 
therefore constitute consent. Consent should cover all 
processing activities carried out for the same purpose or 
purposes. When the processing has multiple purposes, 
consent should be given for all of them. If the data 
subject’s consent is to be given following a request by 
electronic means, the request must be clear, concise and 
not unnecessarily disruptive to the use of the service for 
which it is provided.92

(emphasis added). Requiring consent allows the individual user 
to maintain control over his or her personal data. It signifies 
that an individual user may jealously guard his or her personal 
data against any unethical controllers or processors. 

The mandate that an individual user’s consent should be “freely 
given, specific, informed, and unambiguous”93 leads to the 
reasonable conclusion that ownership of personal data vests in 
the particular individual user. Absent ownership, the individual 
user is devoid of any power to “freely give” or otherwise dispose 
of his or her personal data. In theory, ownership of personal 
data collected by Home IoT manufacturers should remain with 
individual users. 
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However, the fact remains that individual users may contract 
away the ownership and use of their personal data, whether 
in singular or aggregated form, to third parties. As discussed, 
this is usually achieved by Home IoT manufacturers through 
Terms and Conditions in the form of contracts of adhesion. The 
GDPR seeks to protect individual users by prescribing strict 
rules as to acquisition of consent. By doing so, it effectively shifts 
accountability over personal data to controllers and processors. 

To protect the interest and privacy of individual users, the 
GDPR advances conditions for valid consent.94 The conditions 
show that the controller bears the responsibility for ensuring 
that consent has been given in accordance with the requirements 
of the GDPR. It likewise provides safeguards against collecting 
data unnecessary for the fulfillment of relevant contracts. 
In this regard, Home IoT manufacturers are prevented from 
collecting personal data though their devices that are deemed 
excessive to the fulfillment of their services. By requiring the 
use of “clear and plain language,”95 the GDPR prevents Home 
IoT manufacturers from obscuring the needless collection of 
excessive and unnecessary personal data in ambiguous Terms 
and Conditions. 

In addition, the GDPR sets forth governing principles to ensure 
lawful processing of data on the part of actors such as Home 
IoT manufacturers. These principles are lawfulness, fairness 
and transparency; purpose limitation; data minimization; 
accuracy; storage limitation; integrity and confidentiality; 
and accountability.96 Under these principles, it is incumbent 
upon Home IoT manufacturers, as data controllers, and 
their designated data processors, to be conscientious in the 
responsible collection, analysis and transfer of individual users’ 
data. These principles ensure that Home IoT manufacturers 
can no longer hide behind one-sided and unfathomable Terms 
and Conditions to the detriment of the individual user.

Under the first principle of lawfulness, fairness and 
transparency, Home IoT manufacturers should warrant that 
“any information and communication relating to the processing 
of [those] personal data [should] be easily accessible and easy 
to understand.”97 As a result, Terms and Conditions should do 
away with complex terminologies and should be written in clear 
and plain language so as to ensure that average individual users 
understand the processing and the purpose behind it. 

The second principle of purpose limitation requires Home 
IoT manufacturers to provide individual users with “specified, 
explicit and legitimate” purposes when collecting their 
personal data.98 Any personal data collected through Home 
IoT devices should stem from a concrete purpose as provided 

for in the Terms and Conditions. For that reason, Home IoT 
manufacturers should inform individual users as to why they 
seek to collect certain pieces of personal information, and of 
any consequences that may arise should the requested data not 
be given. 

In line with the third principle of data minimization, the 
processing of data should not be excessive in relation to the 
purposes of which the individual users have been informed 
through the Terms and Conditions.99 Home IoT manufacturers 
bear the responsibility of collecting data within adequate, 
relevant and necessary means in relation to the stated purposes.

It is likewise essential for Home IoT manufacturers to 
guarantee that any data collected is “accurate and, where 
necessary, kept up to date.”100 If any changes occur, then these 
should be rectified in a timely manner. In addition, Home 
IoT manufacturers, and their designated processors, should be 
mindful of the storage limitation rule which requires that data 
be “kept in a form which permits identification of data subjects 
for no longer than is necessary for the purposes for which the 
personal data are processed.”101 This warrants that the rights 
and freedoms of individual users are safeguarded against 
security breaches instigated by Home IoT manufacturers’ 
actions or poor systems. 

Lastly, the GDPR dictates that Home IoT manufacturers, 
and their corresponding processors, uphold integrity and 
confidentiality in their data processing practices. This 
proscribes unethical practices regarding individual users’ data 
such as unsolicited sales to third parties.102 In light of this 
principle, Home IoT manufacturers and processors would find 
it difficult to gather data under the guise of convenience and, 
consequently, to then conduct transactions with collected or 
aggregated personal data. 

By establishing the above principles, the framers of the GDPR 
have recognized and have sought to address the perils associated 
with personal data collection. The GDPR acknowledges the 
existence of and rectifies the most prevalent security and privacy 
issues that could prejudice individual users. It actively shifts 
accountability to Home IoT manufacturers, as data controllers, 
and their corresponding data processors, but continues paving 
the way for misleading acts and subsequent thievery arising 
from unfairly drafted Terms and Conditions. Although the 
GDPR provides broad safeguards, the consent-based approach 
it establishes remains insufficient against contracts of adhesion. 
Admittedly, Terms and Conditions in the form of contracts 
of adhesion are, by far, the most practical way for Home IoT 
manufacturers and millions of individual users to enter into 
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contracts governing the use of Home IoT devices. However, 
there will always be instances when Home IoT manufacturers 
will ignore the law and brush aside accountability because 
potential profits far exceed any administrative fines they would 
face. This is not to say that lawmakers and regulators should 
establish stricter regulations or increase fines to deter this type 
of behavior. After all, too much regulation will effectively stifle 
innovation and inhibit any technological growth. Privacy and 
security breaches are best protected against not by regulation, 
but by vigilance. Additionally, the consent-based approach, 
and any regulation regarding privacy and security, will remain 
insufficient if individuals do not safeguard their personal 
privacy against breaches and unscrupulous practices.

B. The Sector-Based Privacy Protection 
Framework of U.S. and California Privacy 
Laws

Contrary to the EU’s overarching approach to data privacy 
and security through the implementation of the GDPR, the 
U.S. promotes a sector-specific approach through its “complex 
patchwork of state and federal privacy laws.”103 The fact 
that most of these laws are industry-specific means there is 
inadequate protection against and legal remedies for Home 
IoTs’ privacy violations.104 

The sector-specific approach is manifested in the absence of a 
single definition of “personal information” in the U.S. privacy 
protection framework. Rather, the definition is based on the 
“particular law that applies, the context in which it is used, 
and each organization’s privacy policies and procedures.”105 In 
this context, data collected and analyzed by Home IoT devices 
and their manufacturers is deemed personal data only if it is 
considered such under specific legislation. 

In the absence of specific federal legislation, relevant principles 
and laws governing the protection of personal data arising from 
Home IoTs may include the Fair Information Practice Principles 
(FIPPS) and specific California laws such as the California Data 
Privacy Act of 2018 and the Shine the Light Law. 

1. Fair Information Practice Principles 
(FIPPS)

FIPPS is a set of principles106 that serve as the cornerstone of 
federal and state privacy laws.107 It espouses privacy principles 
which serve as industry best practices and guides entities in 
collecting, using and protecting individual users’ personal 
information.108 It appears that Home IoT manufacturers are 
only encouraged, and not required, to adopt FIPPS in their 
organizational frameworks to protect their individual users’ 

privacy and to curtail any abuses arising from any unfair Terms 
and Conditions.109

A number of the FIPPS principles are relevant in safeguarding 
against Home IoT manufacturers’ practice of drafting contracts 
in their favor, and consequently profiteering from any data 
“voluntarily” shared by individual users. Similar to the GDPR, 
FIPPS maintains the need to secure consent from individual 
users with regard to the “collection, use, dissemination, and 
maintenance” of their personal data, as manifested in the 
principle of Individual Participation.110 Apart from seeking 
consent from users, the FIPPS requires Home IoT manufacturers 
to bear responsibility for individual users’ personal data. The 
principle of transparency requires Home IoT manufacturers to 
inform users of the fact of “collection, use, dissemination, and 
maintenance” of personal data. In the same vein, the principle 
of purpose specification instructs Home IoT manufacturers to 
inform users of the purpose for which the data is collected; 
and the principle of data minimization limits collection to 
that which is “directly relevant and necessary to accomplish 
the specified purpose.” As espoused in the principle of use 
limitation, Home IoT manufacturers’ activity with regard to 
users’ personal data is limited to the specified purpose, and any 
sharing must be compatible with that purpose. Other principles 
include ensuring data quality and integrity, and establishing 
security over individual users’ personal data. 

While establishing principles as a basis of federal and state 
privacy legislation is laudable, it remains inadequate as 
unscrupulous Home IoT manufacturers cannot be held liable 
under FIPPS for unfairly drafted Terms and Conditions in their 
favor. There is also no single piece of legislation which squarely 
governs Home IoTs, or IoTs in general, and proscribes against 
the misuses and abuses of personal data arising from obscure 
Terms and Conditions. Individual users and their personal 
data may be protected only if the misuse of data falls within a 
specific sector governed by relevant existing legislation.

2. California Consumer Privacy Act of 2018

The California Consumer Privacy Act of 2018 (Act) aims to 
protect individual consumers from data privacy abuses.111 Its 
scope focuses on California resident individuals “who [are] in 
the State for other than a temporary or transitory purpose, and 
[every individual] who [is] domiciled in the State [but] who 
is outside the State for a temporary or transitory purpose.”112 
The Act equips individual consumers with the ability to request 
information as to the type and purpose of personal data that 
eligible for-profit entities collect from them.113 It likewise grants 
individual consumers a right to erasure but provides limitations 
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in cases of “completion of a transaction, research, free speech 
and some internal analytical use.”114 However, it remains to be 
seen whether the Act will sufficiently and effectively protect 
against the abuse of personal data of California resident 
individuals when it takes effect on January 1, 2020. 

Although touted as the “strictest privacy bill in the history 
of the [U.S.],”115 it appears that the Act does not prohibit 
covered businesses from selling any personal data collected 
from individual consumers. As a safeguard, the Act recognizes 
a general opt-out approach to the sale of personal data, but 
specifically provides for an opt-in approach for certain minors. 
It requires covered businesses to post a “Do Not Sell My 
Personal Information” button on their online portals which 
individual consumers may click if they object to the sale of their 
personal data,116 and requires minors 16 and below to expressly 
opt-in to the sale of their data.117 Covered businesses are 
prohibited from discriminating against individual consumers 
who refuse to allow the sale of their personal data.118 However, 
these businesses may provide additional incentives to individual 
consumers who have disclosed more data.119 

Under the Act, Home IoT manufacturers may continue to sell 
personal data they have collected from individual consumers. 
They may even incentivize consumers to share more data. In 
this regard, it seems that the Act does not effectively protect 
individual consumers by failing to proscribe any unwarranted 
disclosure and sale. It continues to permit Home IoT 
manufacturers to hide behind Terms of Use to the detriment 
of the unsuspecting consumer.

3. California Shine the Light Law

More commonly known as the “Shine the Light” law, the clause 
on privacy rights in the California Civil Code grants California 
residents the right to know of any disclosures of their personal 
information by businesses for direct marketing purposes.120 
Notably, the law limits the purpose to direct marketing and 
provides an exclusive list of personal information. The law 
discourages Home IoT manufacturers from disclosing individual 
users’ personal information to a certain extent. However, it 
fails to prevent manufacturers from unscrupulously gaining 
ownership of and profiting from other forms of data such as 
individual users’ preferences and daily habits. It likewise fails to 
protect against one-sided Terms and Conditions to the detriment 
of individual users. 

In sum, the sector-specific privacy protection framework in the 
U.S. is lacking in protecting individual users’ privacy. Only 
sectors which have applicable legislation provide protection 
mechanisms. The absence of applicable law in a specific sector 

renders users open and defenseless against abuses of their 
privacy and personal data. More so, it could enable Home IoT 
manufacturers’ exploitation of users’ personal data by allowing 
them to hide behind seemingly fair Terms and Conditions.

V. CONCLUSION

The value of personal privacy is one of the foremost issues of 
the digital era. The convenience often associated with new 
technological developments has increasingly led to security 
and privacy risks. Home IoTs, in particular, have capitalized on 
individuals’ strong preference for convenience by providing easy 
solutions to everyday problems. However, individuals are barely 
aware that the use of Home IoT devices comes with the invisible 
price of loss of personal privacy. 

Concerns about privacy protections have transitioned from 
how to reduce access to private information to how to maintain 
personal control over private information.121 The use of Home 
IoT devices encourages individuals to share personal data about 
their identities, preferences and daily habits. Unscrupulous Home 
IoT manufacturers, as data controllers, and their corresponding 
data processors, utilize one-sided and often arbitrary and obscure 
Terms and Conditions to acquire ownership and control over 
personal data collected. The seemingly innocuous act of skipping 
over lengthy Terms and Conditions may result in a transfer of 
rights over personal data. These contracts of adhesion promote 
unwarranted acquisition of data and deprive individual users of 
any opportunity to negotiate the contractual provisions, thus 
leaving them with no choice but to agree or their Home IoT 
devices will be rendered unusable. 

The GDPR attempts to solve the security and privacy issues 
arising from one-sided Terms and Conditions. It requires Home 
IoT manufacturers to secure “freely given, specific, informed and 
unambiguous” consent based on Terms and Conditions written 
in “clear and plain language” and consistent with the principles of 
the lawful processing of data. The GDPR assigns accountability 
to Home IoT manufacturers and their corresponding processors. 
In effect, they are mandated to take responsibility to safeguard 
any data collected, transferred and analysed and prevent breaches 
arising therefrom. However, the consent-based approach 
mandated by the GDPR is not sufficient. It falls short of holding 
Home IoT manufacturers accountable for profiting from data. 
While the GDPR provides for substantial administrative fines 
in case of violations, many data controllers and processors feel 
they are above any means of regulation since they possess ample 
legal machinery to avoid penalties. In some cases, the monetary 
penalties are seemingly insubstantial compared to potential 
profits from commercialization of data. 
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Likewise, the U.S. sector-specific privacy protection framework 
is inadequate in protecting individual users’ privacy and 
personal data. Despite the overarching principles which in some 
cases effectively govern many sectors, the absence of relevant 
laws in other sectors allows for the exploitation of personal data, 
and continues to permit Home IoT manufacturers to utilize 
one-sided Terms and Conditions against unwitting individual 
users without any form of redress.

Under the current state of the law, the best way to protect against 
abuses is for individual users to take on this responsibility. As 
stakeholders, individual users need to understand their roles in 
the process of protecting their personal information. They need 
to be aware of the exposures involved in sharing personal data. 
Therefore, individual users should likewise bear the burden or the 
responsibility over their personal data and observe best practices 
in protecting their personal privacy. To promote individual users’ 
responsibility, it is vital to raise and increase awareness through 
education. Individual users should be made aware of their rights, 
security and privacy risks, the price of convenience as manifested 
in unscrupulous Terms and Conditions and most importantly 
the value of personal privacy. In the same vein, lawmakers 
should consider improving the current framework by exploring 
the feasibility of limited profiling and independent audits on 
data collection practices of Home IoT manufacturers to strive 
for ethical and fair undertakings throughout the industry. After 
all, full protection of privacy is best achieved through constant 
vigilance against unconscionable practices concerning personal 
data.
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94 Id. at art. 7.
 Article 7 Conditions for Consent 
 1. Where processing is based on consent, the controller shall 

be able to demonstrate that the data subject has consented to 
processing of his or her personal data. 

 2. If the data subject’s consent is given in the context of a written 
declaration which also concerns other matters, the request 

for consent shall be presented in a manner which is clearly 
distinguishable from the other matters, in an intelligible and 
easily accessible form, using clear and plain language. Any part 
of such a declaration which constitutes an infringement of this 
Regulation shall not be binding. 

 3. The data subject shall have the right to withdraw his or 
her consent at any time. The withdrawal of consent shall not 
affect the lawfulness of processing based on consent before 
its withdrawal. Prior to giving consent, the data subject shall 
be informed thereof. It shall be as easy to withdraw as to give 
consent. 

 4. When assessing whether consent is freely given, utmost 
account shall be taken of whether, inter alia, the performance of 
a contract, including the provision of a service, is conditional on 
consent to the processing of personal data that is not necessary for 
the performance of that contract. 

95 Id. at art. 7.
96 Id. at art. 5(a) (processed lawfully, fairly and in a transparent 

manner in relation to the data subject (“lawfulness, fairness and 
transparency”)). 

97 Id. at recital 39.
98 Id. at art. 5(b) (collected for specified, explicit and legitimate 

purposes and not further processed in a manner that is 
incompatible with those purposes; further processing for 
archiving purposes in the public interest, scientific or historical 
research purposes or statistical purposes shall, in accordance 
with Article 89(1), not be considered to be incompatible with the 
initial purposes (“purpose limitation”)). 

99 Id. at art. 5(c) (adequate, relevant and limited to what is necessary 
in relation to the purposes for which they are processed (“data 
minimisation”)).

100 Id. at art. 5(d) (accurate and, where necessary, kept up to date; 
every reasonable step must be taken to ensure that personal data 
that are inaccurate, having regard to the purposes for which they 
are processed, are erased or rectified without delay (“accuracy”)).

101 Id. at art. 5(e) (kept in a form which permits identification of 
data subjects for no longer than is necessary for the purposes 
for which the personal data are processed; personal data may 
be stored for longer periods insofar as the personal data will be 
processed solely for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes in 
accordance with Article 89(1) subject to implementation of the 
appropriate technical and organisational measures required by 
this Regulation to safeguard the rights and freedoms of the data 
subject (“storage limitation”)). 

102 Id. at art. 5(f) (processed in a manner that ensures appropriate 
security of the personal data, including protection against 
unauthorised or unlawful processing and against accidental 
loss, destruction or damage, using appropriate technical or 
organisational measures (“integrity and confidentiality”)).

103 19 Sedona Conf. J. 446 (forthcoming 2018). 
104 Tran, supra note 31, at 278.
105 19 Sedona Conf. J. 292. 
106 The principles are transparency, individual participation, purpose 

specification, data minimization, use limitation, data quality and 
integrity, security, accountability and auditing.

107 19 Sedona Conf. J. 291; White House, National Strategy 
for Trusted Identities in Cyberspace: Enhancing Online 
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Choice, Efficiency, Security, and Privacy, app. A (Apr. 
2011), https://obamawhitehouse.ar- chives.gov/sites/default/files/
rss_viewer/NSTICstrategy_041511.pdf.

108 Sedona, supra note 106, at 291. 
109 California State Assembly, Background Paper for the 

Assembly’s Informational Hearing on Digital Privacy 
“Brave New World: The Collecting, Sharing and 
Tracking of Personal Information On-Line and in the 
Mobile App Ecosystem,” https://ajud.assembly.ca.gov/sites/
ajud.assembly.ca.gov/files/reports/Privacy%20Hearing%20
Background%20Paper.pdf.

110 White House, supra note 108 (Individual Participation: 
Organizations should involve the individual in the process of 
using Personally identifiable information (PII) and, to the extent 
practicable, seek individual consent for the collection, use, 
dissemination, and maintenance of PII. Organizations should 
also provide mechanisms for appropriate access, correction, and 
redress regarding use of PII).
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Mass incarceration in the U.S. today is a reality with 
global dimensions. With less than 5% of the world’s 
population, the U.S. houses 25% of the world’s 

known incarcerated population. In 2002, the United Nations 
Economic and Social Council adopted a resolution calling on 
member nations to draw upon the guidance of restorative justice 
programs and processes developed by a core group of experts, 
for the development of criminal justice reform. Since then, an 
increasing number of states in the U.S. have passed legislation 
that incorporates restorative justice as part of their criminal justice 
statutes, with some states merely approving the use of restorative 
justice and others actively promoting the implementation 
of restorative justice processes within their departments of 
corrections. This article discusses the problem of mass incarceration 
and highlights the need for an alternative approach to dealing 
with crime and deviance. Restorative justice is emerging as an 
increasingly viable approach for criminal justice systems around the 
world, as illustrated by examples in China and New Zealand. This 
article will discuss the basic concepts of restorative justice and the 
various ways in which restorative justice has been implemented in 
states such as Vermont. California’s recent adoption of restorative 
justice as part of its penal code in 2017 has provided a much-
needed impetus for implementing restorative justice in this State. 
Restorative justice programs could be used for the rehabilitation 
and reentry into the community of large numbers of inmates who 
were transferred from prisons and held in county facilities, due to 
the passage of California’s Public Safety Realignment Act of 2011. 
Increasing public awareness and promotion of the understanding 
of restorative justice principles and practices will help us move 
towards a more humane and sustainable approach for dealing with 
crime and public safety.

I. THE PROBLEM OF MASS INCARCERATION

The U.S. today is a very different country from what it was in 
1972, in terms of its incarceration practices and population. In 
1972, there were about 300,000 people in jails and prisons and the 
rate of incarceration was 161 prisoners to 100,000 U.S. residents.1 
After a relatively stable incarceration rate which hovered around 
110 prisoners to 100,000 U.S. residents from 1925 to 1972, the 
incarceration rate grew rapidly after 1972. Between 1980 to 2000, 
it increased three-fold from 220 prisoners for each 100,000 U.S. 
residents to 690 prisoners for each 100,000 U.S. residents.2 The 
U.S. incarcerated population (i.e., individuals held in state prison 
or local jail) has experienced an explosive increase from 474,368 
inmates in 1980 to 2,173,800 inmates in 2015. According to 2016 
statistics published in the World Prison Brief by the Institute for 
Criminal Policy Research (ICPR), the U.S. still has the world’s 
largest prison population at 2,121,600 prisoners and highest rate of 
incarceration at 655 prisoners per 100,000 residents.3 The world’s 
most populous nation, China, has about 1,649,804 prisoners 
with a rate of incarceration of 118 prisoners per 100,000 residents 
while New Zealand has a rate of incarceration of 214 prisoners per 
100,000 residents.4 A huge gap also exists between the incarceration 
rates in the U.S. and those of its neighboring countries, Canada and 
Mexico. Based on the 2016 World Prison Brief, Canada’s rate of 
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This graph represents the number of prisoners in jail or prison per 100,000 U.S. 
residents [based on ten-year intervals]
Data source: Justice Policy Institute and U.S. Bureau of Justice Statistics.
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incarceration is 114 prisoners per 100,000 residents, while Mexico’s 
rate of incarceration is about 164 prisoners per 100,000 residents. 

Although public awareness is changing, and new sentencing 
policies and recent decreases in U.S. prison populations have 
reversed the upward trend in incarceration, some analysts note 
that the slow rate of decline in prison population could mean 
that it will take 88 years for the prison population to return 
to its 1980 level.5 Professor Michael Tonry of the University 
of Minnesota has pointed out that there has been no major 
legislation to unwind mass incarceration or rebuild U.S. 
sentencing systems, although the severity of repeat offender laws 
has been moderated, standards for parole release eligibility have 
broadened and prisoner reentry programs have been created and 
treatment programs expanded.6 No state has repealed a three-
strikes law, life without parole, truth-in-sentencing law or created 
a broad-based mechanism for assessing the need for continued 
confinement of prisoners serving excessive sentences.7 

In 2010, Congress appropriated funds to the Bureau of Justice 
Assistance (BJA) to launch the Justice Reinvestment Initiative 
(JRI) in a public-private partnership with Pew Charitable Trusts 
(Pew) and other non-profit organizations to help states’ policy 
makers use data-driven approaches to curb correction spending, 
reduce recidivism and improve public safety.8 According to the 
June 2018 update from the Council of State Governments, so 
far 30 states have participated in JRI since 2010.9 JRI has been 
funded by a modest federal budget, starting at $10 million 
in 2010, peaking at $27.5 million in 2014-2017 and reducing 
slightly to $25 million in 2018. It has met with unqualified 
success achieving one of its main objectives of curbing prison or 
corrections spending. The Urban Institute reports that 28 states 
participating in JRI from 2010 to 2016 have reported more than 
$1.1 billion in savings and invested more than $446 million in 
criminal justice reform efforts.10

Ironically, the truth-in-sentencing laws enacted by states in the 
1990’s were propelled by federal funding for building additional 
prisons and jails authorized by Congress through the Violent 
Crime Control & Law Enforcement Act of 1994, buoyed by 
public sentiment for offenders to serve a large portion of their 
sentences.11 One of the key factors holding back the immediate 
repeal of such laws could be the high recidivism rate of former 
prisoners, based on a BJA Special Report published in 2014 on the 
pattern of recidivism of prisoners released in 2005 from 30 states 
over a five-year period from 2005 to 2010.12 Recognizing that 
decades-long upward spiraling spending on prison construction 
and harsh sentencing laws did not lower recidivism rates, the 
approach of JRI has been to provide support for participating 
states to invest in evidence-based policies and practices to 

promote rehabilitation of those incarcerated and improve public 
safety.13 The data and findings on the effects of the states’ shift 
towards justice reinvestment in community-based treatment and 
services, problem-solving courts, oversight councils and other 
reform measures are still being collected.14

II. RESTORATIVE JUSTICE: INTRODUCTION

A. Comparing Restorative Justice with 
Retributive Justice

Some legal scholars have argued that change in our criminal 
justice system does not mean just change in sentencing 
practices, but also change in U.S. cultural traditions and public 
attitudes.15 In advocating for sentencing reform, Professor Tonry 
pointed out that the laws passed from 1984 through 1996 
“attempted to remove compassion, empathy, and recognition of 
human weakness—something we all recognize in ourselves—
from the processes by which punishments are imposed and 
administered.”16 Implementing sentencing reforms to reduce the 
prison population would not be sufficient to instill compassion 
and empathy in our criminal justice system. Adopting a 
restorative justice approach could provide this missing link.

Although restorative justice processes have been practiced in 
victim-offender mediation programs begun by Mennonite 
communities in Canada and the U.S. since the 1970’s, it was only 
in the 1990’s that there was an enormous growth in restorative 
justice programs around the world.17 Restorative justice has 
become increasingly popular in response to the harsh and highly 
impersonal type of retributive justice meted out against criminal 
offenders.18 Howard Zehr, a leading proponent of restorative 
justice, explains that restorative justice involves a shift in 
worldview that focuses on crime as “a violation of people and 
relationships,” necessitating the administration of justice involve 
the search for solutions promoting the repair of community 
relations, reconciliation and reassurance. Thus, a restorative 
justice model would more easily incorporate rehabilitation 
programs and processes for reintegration of prior offenders into 
society.

Restorative justice is a community-based concept of justice. 
Many restorative justice initiatives are based on volunteerism 
and significant numbers of community members participate 
in their operation.19 Restorative justice practitioners such as 
attorney Marina Sideris, who serves on the Restorative Justice 
Institute of Maine, consider restorative justice to be a locally-
based practice.20 Ms. Sideris cites both her state and the federal 
Bill of Rights which provide that a criminal trial is before “an 
impartial jury of the state and district wherein the crime shall 
have been committed,” as supporting the notion that criminal 
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justice involves inherently local processes.21 Specifically, when a 
crime is committed, then discretionary local actors make choices, 
such as the local police who decide how to respond and whether 
to charge the offender, local prosecutors who decide whether to 
prosecute and what the proper punishment should be and local 
jurors who decide what constitutes proof beyond a reasonable 
doubt. Those who are experienced in restorative justice practice 
believe that the strength and efficacy of restorative justice 
programs depend on the strength and engagement of the local 
community, more akin to a voluntary grass-roots movement.22 
This is another major difference between restorative justice 
processes and formalistic retributive justice institutions.

Some legal scholars have expressed reservations that the restorative 
justice approach does not yield uniformity in outcomes among 
similarly-situated cases.23 While restorative justice proponents 
want participants in restorative justice processes to decide upon 
a resolution of their particular issue or circumstances, retributive 
theorists and traditional lawyers want to impose external 
constraints to achieve uniformity of outcomes. For example, 
Professor Tonry has argued that the result of similarly situated 
offenders who have committed comparable offenses receiving 
different negotiated penalties through a restorative justice 
process, would be unjust.24 However, the retributive justice 
approach does not result in uniformity of outcomes in practice 
either. For instance, all the lofty theorizing about uniformity 
in sentencing makes little difference to a poor or marginalized 
defendant who has to accept a false plea bargain because he or 
she cannot make bail. How is the outcome uniform when a rich 
defendant can afford the legal fees of a high-priced defense team 
for dismissing criminal charges based on a technicality? There are 
valuable social benefits (some would consider it an immeasurable 
value) when a former offender learns empathy and accountability 
through a restorative justice program and is able to move on to a 
life as part of his or her community. 

B. Restorative Justice in a Multi-Racial and 
Pluralistic Society

Concerns have been raised about the potential for racially 
disparate impacts of restorative justice programs in a multi-
racial society. For example, some writers have worried that 
courts will not be inclined to divert poor, minority youths to 
neighborhood-based restorative justice programs at the same 
rate as they do for middle class youths coming from more 
established communities.25 Others seem to think that the 
success of restorative justice programs (which require substantial 
citizenship participation and correctional policies which support 
such volunteer participation) in places like Vermont would not 
be easily replicated in communities which are more diverse.26 A 

leading expert on restorative justice and human rights, Professor 
Theo Gavrielides, noted that the hope that restorative justice 
would provide a better experience of justice for those who are 
let down the most by the criminal justice system, would not be 
realized if we do not address the power structures inherent in 
our current framework of criminal justice.27 Studies in critical 
race theory teach us that criminal justice institutions and systems 
perpetuate the racial hierarchy and inequality in society.28 Since 
restorative justice programs are being espoused as a response to 
the failures of our current criminal justice system, policy makers 
and researchers have been urged to implement pilot studies and 
develop restorative justice programs or processes that address race 
relations and the impact on communities of color. For example, 
restorative justice practices can be developed which “support 
individuals and communities during racial conflicts by creating 
conditions for mutual understanding and collaborative action 
rather than by seeking to exclude or punish.”29 

C. The Need for Public Support for 
Restorative Justice in the U.S.

Previously, public support for tough sentencing policies rose 
sharply in the U.S. in the 1970’s and remained high until 
the late 1990’s.30 Due to the widely perceived problems of 
mass incarceration and criminal justice failures such as racial 
disparities, wrongful convictions and high recidivism rates, there 
is significant public opposition to retributive sentencing and 
zero-tolerance policies and growing public support for criminal 
justice reform.31 Despite the softening of public attitudes towards 
crime over the past two decades, as shown by public opinion 
surveys, the incarcerated population in the U.S. has only dipped 
slightly below its all-time high. 

Recent public opinion surveys conducted from 2012 to 2015 
by Marquette Law School in Wisconsin have shown significant 
gaps and variance in public perceptions about how well the 
criminal justice system performs and what the criminal justice 
system should prioritize, depending on the social group, race and 
political party affiliation of those being surveyed. 32 For instance, 
skepticism towards rehabilitation appeared to be influenced by 
racial attitudes and political ideology.33 The researchers noted 
that different segments of the public existed in different worlds of 
criminal justice, with diverging perceptions and differing sources 
of information. One inference drawn by the researchers of the 
Marquette Law School survey was that the racial attitudes of some 
members of the public towards rehabilitation programs as a type 
of affirmative action program could explain why policy makers 
were ambivalent towards supporting rehabilitation programs and 
why there was chronic underfunding of rehabilitation programs 
in this country. Another recent study regarding the future of 
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restorative justice in criminal justice reform measures in the U.S. 
has also confirmed the “mismatch between perceived support 
for [restorative justice] and actual support in terms of funding 
for implementation.”34 The challenge of under-funding seems 
to be a major obstacle facing the implementation of restorative 
justice programs and practices in this country. Therefore, one of 
tasks facing proponents of restorative justice is to promote public 
awareness and support for restorative justice.

III. PRINCIPLES AND PRACTICES OF RESTORATIVE 
JUSTICE: A GLOBAL PERSPECTIVE

A. U.N. Guidance on Restorative Justice

In August 2002, the United Nations Economic and Social Council 
adopted a resolution calling upon member states implementing 
restorative justice programs to draw on a set of “Basic Principles on 
the Use of Restorative Justice Programmes in Criminal Matters” 
(Basic Principles).35 The Basic Principles offer guidance for policy 
makers, community organizations and criminal justice officials 
involved in the development of restorative justice responses to crime 
in their society. The preamble to the Basic Principles notes that 
restorative justice gives rise to a range of measures that are flexible 
in their adaptation to established criminal justice systems and that 
complement those systems, taking into account legal, social and 
cultural circumstances. An illustrative diagram of different ways 
that restorative justice processes can be implemented is reproduced 
in Diagram 2, below.36

The Basic Principles provide guidance on the operation of 
restorative justice programs, stating that member states should 
establish guidelines and standards, with legislative authority when 
necessary, that govern the use of restorative justice programs. 
Guidelines for restorative justice programs should address: 

(1) the conditions for the referral of cases to restorative 
justice programs; 

(2) the handling of cases following a restorative process; 

(3) the qualifications, training and assessment of facilitators; 

(4) the administration of restorative justice programs; and 

(5) standards of competence and rules of conduct governing 
the operation of restorative justice programs. 

In addition, procedural safeguards should be developed to 
guarantee fairness to the offender and the victim, such as: 

(1) subject to national law, the victim and offender should 
have the right to consult with legal counsel concerning 
the restorative process and, where necessary, to translation 
and/or interpretation. Minors should, in addition, have 
the right to the assistance of a parent or guardian; 

(2) the parties should be fully informed of their rights, the 
nature of the process and the possible consequences of 
their decision; and

(3) neither the victim nor the offender should be coerced, 
or induced by unfair means, to participate in restorative 
processes or to accept restorative outcomes.37 

The results of agreements arising out of restorative justice 
programs should, where appropriate, be judicially supervised or 
incorporated into judicial decisions or judgments. Where that 
occurs, the outcome should have the same status as any other 
judicial decision or judgment and should preclude prosecution 
based on the same facts. Where no agreement is reached among 
the parties, the case should be referred back to the established 
criminal justice process and a decision as to how to proceed should 
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be taken without delay. Failure to reach an agreement alone shall 
not be used in subsequent criminal justice proceedings.

As shown in Diagram 2 above, a referral to a restorative justice 
program can be initiated at various points: (1) at the police 
level (pre-charge); (2) at the prosecution level (post-charge but 
usually before a trial); (3) at the court level (either at the pre-
trial or sentencing stage); and (4) at the corrections level (as 
an alternative to incarceration or as part of a non-custodial 
sentence).  At any one of these points, there is an opportunity 
for officials to use their discretionary authority to refer an 
offender to a restorative justice program. Restorative justice 
processes can also be implemented during incarceration or after 
release from prison. 

B. Restorative Justice Practices in the 
International Community

Restorative justice has become a worldwide criminal justice 
reform movement with close to 100 countries using restorative 
practices in addressing crime.38 In China, restorative justice 
theory started to be disseminated in academic circles and 
publications in 2002, although China already had a long 
tradition of mediation.39 In his survey of restorative practices 
in Asia, Professor John Braithwaite noted that there were about 
155,000 local mediation committees in China in the 1990’s, 
which handled over 6,000,000 cases, while under 4,000,000 
cases went to court. A research study on community justice 
institutions in China focused on bang jiao meetings (bang 
means “help” and jiao means “education” and “admonition”). 
The bang jiao meetings tend to start as stigmatizing encounters 
but end as reintegrative encounters for the offender. 

One case example involved a 27 year-old young man who killed 
his own father out of rage at seeing his father beating his mother 
very badly. He was sentenced to prison for eight years. Due 
to his good performance in the labor camp, he was released 
after serving a five year sentence. But his family members did 
not forgive him. Bang jiao team members realized that it was 
a difficult situation because of mixed feelings about the young 
man in an already crowded household. They made frequent 
visits to the home and tried to persuade the family to forgive 
and accept the young man. However, after only two weeks of 
his release, he was caught stealing at the local store. When the 
bang jiao team members arrived at the local police station, they 
soon realized that he stole because his family members did 
not give him living necessities. Bang jiao members persuaded 
local police to drop the charges. A month later, they arranged 
a job for him at the community-run factory. He saved money 
from his salary to buy fruits and nutritious products for his 

grandmother. He spent hours taking care of his sister-in-law 
during her pregnancy. After the birth of her baby daughter, he 
took care of all three generations because his brother worked 
long hours as a truck driver. After two agonizing years, the 
family members were moved by the young man’s sincerity and 
accepted him back. The young man honored the bang jiao 
members who helped him, saying that he would probably have 
committed suicide without them. 

New Zealand is another country which implemented restorative 
justice on a national scale. Its ministry of justice followed the 
U.N. guidance on restorative justice principles in its 2004 
publication on “Principles of Best Practice for Restorative 
Justice Processes in Criminal Cases” based on a consultative 
process with restorative justice practitioners.40 Acknowledging 
that there is no universal definition of restorative justice, it has 
described restorative justice as “a process to involve, to the extent 
possible, those who have a stake in a specific offense and to 
collectively identify and address harms, needs and obligations, 
in order to heal and put things as right as possible.”41 In 
New Zealand, restorative justice practices resonated with the 
traditional values of reconciliation, reciprocity and community 
(“whanau”) involvement emphasized in the social practices of 
the indigenous Maori culture. The country started applying 
restorative justice principles and practices with its introduction 
of a family group conference (i.e., a type of restorative justice 
process) for young offenders in 1989. In 2002, restorative justice 
processes were first enacted into its criminal justice statutes 
through passage of the Sentencing Act 2002, Parole Act 2002 
and Victims’ Rights Act 2002. Although the U.N. model (as 
illustrated by Diagram 2 above) shows that restorative justice 
processes can be implemented at different stages of the criminal 
justice system, the most common restorative justice processes in 
New Zealand are the pre-sentencing referrals from the district 
court and the Police Adult Diversion Scheme to restorative 
justice programs.42 

The New Zealand Ministry of Justice has published reports 
on the rate of re-offending among offenders who participated 
in restorative justice programs. For example, the ministry 
published a 2014 report based on statistical studies of 2,323 
offenders referred to restorative justice programs during the 
period 2008 to 2011, comparing them to 6,718 offenders who 
were not referred to a restorative justice program.43 One of the 
findings of the report is that offenders who participated in a 
police-referred or court-referred restorative justice conference 
committed 23% fewer offenses during the subsequent 12-
month period than comparable offenders who did not 
participate in restorative justice conferences. Another finding 
is that offenders who participated in a police-referred or court-
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referred restorative justice conference had a 12% lower rate 
of reoffending during the subsequent 12-month period than 
comparable offenders who did not participate in restorative 
justice conferences.

IV. IMPLEMENTATION OF RESTORATIVE JUSTICE 
IN THE US

A. Restorative Justice in Practice

According to a 2016 Pew report, there are 35 states in the US 
with some form of restorative justice statute in place, although 
some states merely define the practice of restorative justice 
while others promote its use in public agencies or corrections.44 
Vermont and Colorado have passed laws that encourage the 
use of restorative justice on a statewide basis, and have created 
agencies that oversee or provide the service.45 Restorative justice 
programs are currently being implemented in a variety of ways 
by different states.

Although in many states in the U.S. offenders serving time are 
barred from contacting victims, some states have started victim-
offender dialogue programs for inmates. Texas has one of the 
largest victim-offender dialogue programs in the country, but 
the focus is entirely on the victim rather than rehabilitating the 
offender.46 It must be the victim who initiates the process and 
each victim has his or her own reasons for doing so. Setting up 
a dialogue takes months of work. Program staff meet with both 
sides separately to prepare them for the encounter. In Texas, 
participation is voluntary for inmates and is confidential, 
which means prisoners cannot bring up their participation 
before the parole board. In Massachusetts, the restorative 
justice program run by the Department of Corrections allows 
for volunteer participation but does not include victims in the 
dialogue sessions.47 According to a criminal justice professor 
who offers an eight-week course on restorative justice at a 
prison in Norfolk, Massachusetts, the inmates gain empathy 
when a survivor (not the actual victim) shares the trauma that 
she or he experienced. 

Other states such as Vermont are using restorative justice to help 
offenders re-enter society.  In 2006, Vermont started hosting 
“circles of support and accountability” in its community justice 
centers for high-risk offenders who had committed serious 
crimes (such as sexual assault and domestic violence) to help 
with re-entry.48 Recently released inmates are matched with 
three to four volunteers from the community to participate 
in a circle conference where they can talk about the choices 
that landed them in prison as well as thinking patterns and 
returning to the community. These community justice centers 
host about 60 circles per week and each circle costs about 

$10,000 per year for the state. A 2014 study found that 27% of 
offenders who participated in the circles were convicted of new 
crimes, compared with 44% for non-participants.49

On a less formal level, restorative justice programs operated 
by non-profit organizations have sprung up throughout the 
country and provided mediation services for many years, 
with the cooperation of local law enforcement, without any 
official recognition by the state. A national survey published in 
2000 by the U.S. Department of Justice, Office for Victims of 
Crime, identified about 289 victim-offender mediation (VOM) 
programs offered in the U.S. in 1996.50 About 43% of the 
VOM programs were sponsored by private community-based 
agencies, 22% were sponsored by church-based organizations, 
16% were sponsored by probation departments, 8% were 
sponsored by correctional facilities, 4% were sponsored by 
prosecutors’ offices, 3% were sponsored by victim services 
agencies, 2% were sponsored by police departments and 2% 
were sponsored by residential facilities.51 There has been no 
other comprehensive survey published by the U.S. Department 
of Justice on restorative justice organizations and funding 
since the above survey was published in 2000. A recent 
article by sociologists David Karp and Olivia Frank reported 
that the median funding for 56 restorative justice non-profit 
organizations surveyed from 2003 to 2013 had increased five-
fold from $26,039 per year to $122,235 per year.52 However, 
they pointed out that a non-profit organization with $120,000 
in annual funding can barely pay for a small office with one or 
two staff members.

B. California’s Shift Toward Restorative 
Justice

Effective January 1, 2017, Penal Code section 1170 in California 
has been amended to state, in pertinent part, as follows: 

(a)(1) The Legislature finds and declares that the 
purpose of sentencing is public safety achieved 
through punishment, rehabilitation, and restorative 
justice. When a sentence includes incarceration, this 
purpose is best served by terms that are proportionate 
to the seriousness of the offense with the provision for 
uniformity in the sentences of offenders committing 
the same offense under similar circumstances. (2) 
The Legislature further finds that programs should 
be available for inmates, including but not limited 
to, educational, rehabilitative, and restorative justice 
programs that are designed to promote behavior 
change and to prepare all eligible offenders for 
successful reentry into the community.
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This is a deep-sea change from the prior legislative declaration 
on the purpose of sentencing in California, which stated in 
former Penal Code section 1170 that:

(a)(1) The Legislature finds and declares that the 
purpose of imprisonment for crime is punishment. This 
purpose is best served by terms proportionate to the 
seriousness of the offense with provision for uniformity 
in the sentences of offenders committing the same 
offense under similar circumstances. The Legislature 
further finds and declares that the elimination of 
disparity and the provision of uniformity of sentences 
can best be achieved by determinate sentences fixed by 
statute in proportion to the seriousness of the offense 
as determined by the Legislature to be imposed by the 
court with specified discretion. (2) Notwithstanding 
paragraph (1), the Legislature further finds and 
declares that programs should be available for inmates, 
including but not limited to, educational programs, 
that are designed to prepare nonviolent felony offenders 
for successful reentry into the community.

According to the author of Assembly Bill 2590 (AB 2590), 
California’s criminal justice system, previously founded on the 
sole purpose of punishment, has failed, and despite overcrowded 
prisons, recidivism remained at the unacceptably high rate of 
61%.53 The prior legislative declaration of punishment as the 
primary purpose of sentencing was first enacted in 1977, through 
California’s Uniform Determinate Sentencing Act, based on 
punitive models of criminal justice advocated in the 1970’s.54 
The impetus behind AB 2590, signed into law by the California 
Governor on September 27, 2016, known as the Restorative 
Justice Act, was to stabilize the advances made by California 
in reducing its prison population pursuant to the ruling of 
the U.S. Supreme Court in Brown v. Plata, 1310 U.S. 1910 
(2011). The Supreme Court mandated that California prisons 
reduce their overcrowded conditions that resulted in suffering 
and deaths of inmates in violation of the Eighth Amendment 
prohibition against cruel and unusual punishment. Much of 
the decrease in the U.S. prison population from 2009 to 2014 
was attributed to the Plata decision which required California 
to release 35,000 prisoners to remedy prison overcrowding.55 
In response to the Plata ruling, California passed the Public 
Safety Realignment Act in 2011 to reduce prison overcrowding. 
However, observers have postulated that the Realignment Act 
merely moved prison inmates to county jails without really 
reducing California’s overall incarceration rate. According to 
Professor Joan Petersilia of Stanford Criminal Justice Center, 
this shift in custodial responsibility to county agencies could 
be a positive development if it could facilitate the delivery of 

locally-based treatment programs and reentry plans that will 
connect newly released inmates to jobs, families and support 
systems.56 

According to the California Legislative Analyst’s Office, 
it costs about $70,812 per year to incarcerate an inmate 
in California in 2016-2017.57 The average annual cost has 
increased by about $22,000 per prisoner, or 45%, since 2010-
2011, during the period when the Plata ruling was issued on 
May 23, 2011. According to a report by the Vera Institute of 
Justice, California previously held the most prisoners in 2010, 
at 168,044 prisoners, but has reduced them by 21% in 2015, 
to 132,992 prisoners, being surpassed only by Texas as the 
state with the most prisoners at 149,159 prisoners.58 However, 
California’s prison expenditures in 2015 were still the highest at 
$8.6 billion (a 7% increase from 2010), followed by New York 
at $3.69 billion and Texas at $3.28 billion.59 

California would do well to follow the example of Hawai’i 
where restorative justice has been a mandated component of 
its reentry system since 2007.60 Compared with California’s 
incarceration costs of $64,642 per inmate in 2015, Hawai’i’s 
prison expenditures were $29,425 per inmate in 2015.61 
Adopting measures to reduce recidivism among former inmates 
not only promotes social reintegration and supports public 
safety, it also saves taxpayer money in the long run. Introducing 
bold initiatives, increasing public awareness and promoting the 
growth of restorative justice programs at the grass-roots level 
would be necessary steps for true and lasting reform. 

V. THE ROLE OF RESTORATIVE JUSTICE FOR THE 
FUTURE OF OUR COMMUNITIES

In this age of mass incarceration, the values and processes 
of restorative justice are badly needed to restore and heal 
communities adversely impacted by the punitive policies of the 
War on Drugs and the War on Crime which disproportionately 
impacted marginalized communities and communities of 
color.62 The account provided by a former inmate, Herb 
Blake, who participated in restorative justice through victim-
offender dialogue sessions held during his incarceration, tells 
us that restorative justice is another name for empathy and 
compassion.63 In his words, “Restorative justice is not just for 
law breakers. It is a model by which we can heal our community. 
Our community needs a lot of healing—children are put in 
prison for life; women are sent to prison for defending themselves 
against abuse; and the elderly are sent to prison to die.” He tells 
us of a 72-year old man he met in prison, arrested for a crime 
that would ordinarily carry a maximum two-year sentence, but 
who was on his eighth year of a 25 year-to-life sentence under 
the three-strikes law, due to an old assault conviction from 1957 
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and a drug conviction from the 1970’s. As Mr. Blake puts it, 
due to the impact of mass incarceration, “we are breeding a sub-
culture of bitterness and enmity.” He points out that men and 
women need community support when they are released from 
prison but the response has been far less than what is needed to 
accommodate the recently-released population.

Renata Valree, the current Chair of the Board of Directors 
for the National Association for Community Mediation, has 
played a key role in developing restorative justice programs 
throughout the U.S.64  She notes that some factors to be taken 
consideration when developing a restorative justice program 
include: (1) how is justice perceived in the community; (2) what  
needs are unmet that restorative justice could help to fill; 
(3) coalition building—identifying and working with other 
groups which provide services related to public safety and 
justice; (4) public awareness and education by hosting listening 
sessions and/or community forums; and (5) whether the 
restorative justice program should be community-based (e.g., 
using a community mediation center) or system-based (i.e., 
affiliated with the criminal justice system). According to Ms. 
Valree, restorative justice helps former offenders move past 
punishment, restore a sense of connection to their community 
and transforms them by helping them grow into law-abiding 
citizens. 

In his widely viewed TED Talk in 2012, human rights lawyer 
Bryan Stevenson shares with the audience what he learned from 
his work in representing death row inmates.65 In his words, “[i]t’s  
just taught me very simple things. I’ve come to understand 
and to believe that each of us is more than the worst thing 
we’ve ever done. … if somebody tells a lie, they’re not just a 
liar … if somebody takes something that doesn’t belong to 
them, they’re not just a thief … even if you kill someone, 
you’re not just a killer.”66 Professor Stevenson, who teaches 
at New York University School of Law, informs us that in 
Alabama where a criminal conviction will result in permanent 
disenfranchisement, about 34% of the black male population 
has lost the right to vote.67 He also reminds us of the fact that in 
the states of the old South, a defendant is 11 times more likely 
to get the death penalty if the victim is white than if the victim 
is black, and 22 times more likely to get the death penalty if 
the defendant is black and the victim is white. As stated by 
Professor Stevenson, 

our identity is at risk. … Despite the fact that it is 
so dramatic and so beautiful and so inspiring and 
so stimulating, we will ultimately not be judged by 
our technology, we won’t be judged by our design, 
we won’t be judged by our intellect and reason. 
Ultimately, you judge the character of a society, not 
by how they treat their rich and the powerful and 
the privileged, but by how they treat the poor, the 
condemned and incarcerated. 

As we face new frontiers as a nation, we also risk bringing 
our present-day realities of suffering, abuse, degradation and 
marginalization with us. Hopefully, our communities will 
have implemented restorative justice solutions and ended mass 
incarceration before we reach the next human frontier.
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I. INTRODUCTION

The Trump Administration has taken dramatic steps and 
made some significant decisions in the area of international 
trade, in particular on aluminum and steel tariffs. This 

article will explore certain of the Administration’s recent trade-
related decisions under the Trade Expansion Act of 1962 and 
the possible legal ramifications for California practitioners. 

The article surveys the Trade Expansion Act and highlights 
its historical application by various Presidents. It then explores 
the reaction of key U.S. trading partners to the recent steel 
and aluminum measures, including claims rooted in World 
Trade Organization (WTO) commitments and jurisprudence. 
It closes with observations about the role that the WTO may 
play in future trade actions. In short, this article aspires to be a 
timely resource for California practitioners working to advance 
their clients’ interests in a time of change.

II. ACTIONS BY THE TRUMP ADMINISTRATION

On April 20, 2017, President Donald J. Trump issued a 
Presidential Memorandum in which he directed the Secretary 
of Commerce to review whether the importation of certain 
steel mill products into the U.S. posed a threat to the national 
security of the U.S.1 On April 27, 2017, the President issued a 
parallel Presidential Memorandum directing a similar review 
of the importation of certain aluminum products into the 
U.S.2 For reasons that will be discussed, responsibility for these 
reviews fell to the Bureau of Industry and Security within the 
Department of Commerce (BIS).3 The legal ground cited for 
these investigations was a peculiar federal statute, the Trade 
Expansion Act of 1962 (Act), specifically Section 232 of the 
Act.4

The BIS subsequently issued its reports on steel and aluminum 
dated, respectively, January 11, 2018 and January 17, 2018.5 For 
steel, the BIS found, inter alia, that:6

(1) steel is important to the national security of the U.S.;

(2) imports of steel in such quantities as presently found 
adversely impact the economic welfare of the U.S. 
steel industry;

(3) displacement of domestic steel by excessive quantities 
of imports has the serious effect of weakening the 
internal economy of the U.S.; and

(4) a global excess in steel capacity is a circumstance that 
contributes to the weakening of the U.S. economy.

In its aluminum report, the BIS found, inter alia, that:7

(1) aluminum is essential to the national security of the 
U.S.;

(2) the U.S. Government does not maintain strategic 
stockpiles of bauxite, alumina, aluminum ingots, 
billets or any semi-finished aluminum products such 
as aluminum plate;

(3) the present quantity of imports adversely impacts the 
economic welfare of the U.S. aluminum industry; and

(4) a global excess of aluminum capacity is a circumstance 
that contributes to the weakening of the U.S. industry 
and the U.S. economy.

On March 8, 2018, President Trump issued a Presidential 
Proclamation in which he ordered the imposition of a 25% ad 
valorem tariff on certain steel articles and a 10% ad valorem 
tariff on certain aluminum articles.8 On May 31, 2018, 
President Trump issued a Presidential Proclamation imposing 
the steel tariffs on steel imported from all countries except 
Australia (which is exempt) and three countries subject to 
annual quotas (South Korea, Argentina and Brazil).9 On the 
same date, President Trump issued a Presidential Proclamation 
imposing the aluminum tariffs on aluminum imported from 
all countries except Australia (which is exempt) as well as 
Argentina (which is subject to an annual quota).10 These steel 
and aluminum tariffs became effective on June 1, 2018.

STEEL, TARIFFS AND NATIONAL SECURITY UNDER THE 
TRUMP ADMINISTRATION

Robert Bowen*
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In a subsequent move that received less attention than the 
steel and aluminum investigations, on May 23, 2018, the 
Department of Commerce announced that it was undertaking 
a Section 232 investigation into whether imports of automobiles 
(including SUVs, vans and light trucks) and automotive parts 
into the U.S. threaten the national security of the U.S. as 
defined in Section 232 of the Trade Expansion Act of 1962.11  

III. GOVERNMENT POWER TO EXECUTE TRADE 
POLICY

Constitutional and other legal questions about respective 
federal authorities to design and execute U.S. international 
trade policies enjoy a rich history. Article II, Section 2 of the 
U.S. Constitution confers upon the President the power to 
make treaties and to function as the Commander in Chief 
while Article I, Section 8 confers upon Congress the power to 
regulate commerce with foreign nations and to lay and collect 
taxes and duties.12 The allocation of authority to these two 
branches of government is a robust example of the concept of 
separation of powers. 

Given their crucial role in trade relations between states, 
tariffs and other import impediments have frequently been 
the venue of constitutional and legal questions. At the same 
time, tariffs have also been the impetus for pragmatic decisions 
between the executive and legislative branches. For example, 
the Reciprocal Trade Agreements Act of 1934 effectively 
functioned as a delegation of Congressional authority to the 
President to negotiate tariff reductions with U.S. trading 
partners.13 Although an acknowledgement that Congress 
lacks the constitutional standing—let alone the practical 
ability—to negotiate tariff reductions, this delegation proved 
to be unsatisfactory to Congress and in 1948 it refused further 
extensions of the Reciprocal Trade Agreements Act. This, 
however, was not before Presidents Roosevelt and Truman used 
it as a legal authority on the basis of which they negotiated 
tariff reductions with key trading partners. These, in turn, 
played no small part in laying the foundation for the launching 
of the General Agreement on Tariffs and Trade in 1948 (the 
precursor to today’s WTO). This example confirms an early 
precedent that Congress can and does delegate its authorities 
on tariff matters to the President. 

Indeed, the Act was (and is) such a delegation of authorities 
to the President. President John F. Kennedy signed the Act on 
October 11, 1962, and commented upon doing so that:

This act recognizes, fully and completely, that we cannot 
protect our economy by stagnating behind tariff walls, 
but that the best protection possible is a mutual lowering 

of tariff barriers among friendly nations so that all may 
benefit from a free flow of goods. Increased economic 
activity resulting from increased trade will provide more 
job opportunities for our workers.14

It is important to underscore that the Trade Expansion Act 
was regarded by both Congress and President Kennedy as a 
delegation of Congressional authority to the President to 
negotiate tariff reductions with trading partners. But whereas the 
text and legislative history of the Act point to the overall mission 
of reducing tariffs, the Act also provided for various exceptions 
to this charge. National security is one such exception, codified 
in Section 232 (under the subtitle “Prohibition on decrease 
or elimination of duties or other import restrictions if such 
reduction or elimination would threaten to impair national 
security”) as follows:

No action shall be taken pursuant to section 1821(a) 
of this title or pursuant to section 1351 of this title 
to decrease or eliminate the duty or other import 
restrictions on any article if the President determines 
that such reduction or elimination would threaten to 
impair the national security.15 

By way of explanation, 19 U.S.C. § 1821(a) empowers the 
President to enter into trade agreements to address duties or 
import restrictions when the President “determines that any 
existing duties or other import restrictions … are unduly 
burdening and restricting the foreign trade of the United 
States.”16 Similarly, under this authority the President may also 
“proclaim such modification or continuance of any existing 
duty or other import restriction, such continuance of existing 
duty-free or excise treatment, or such additional import 
restrictions, as he determines to be required or appropriate to 
carry out any such trade agreement.”17 

Initially found in the Reciprocal Trade Agreement Act of 1934 
(see supra), 19 U.S.C. § 1351 articulates when the President 
may enter into foreign trade agreements, or modify/continue 
existing duties or import restrictions, “for the purpose of 
expanding foreign markets for the products of the United 
States (as a means of assisting in establishing and maintaining 
a better relationship and maintaining a better relationship 
among various branches of American agriculture, industry, 
mining, and commerce).”18 Providing the pivotal linkage 
between the expansion of foreign markets and imports into 
the United States, Congress further provided that the President 
may pursue that purpose: 
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by regulating the admission of foreign goods in the 
United States in accordance with the characteristics 
and needs of various branches of American production 
so that foreign markets will be made available to those 
branches of American production which require and 
are capable of developing such outlets by affording 
corresponding market opportunities for foreign 
products in the United States.19 

This provision articulates the manner in which a statute 
designed to open foreign markets to U.S. exports transitions 
into a basis for restricting imports into the U.S. as a means of 
leverage. Though not explicit, there is a sense of proportionality 
and reciprocity (if not forced) in the above statutory authority.

When the President finds “as a fact that any existing duties or 
other import restrictions of the United States or any foreign 
country are unduly burdening and restricting the foreign trade 
of the United States,” the President is authorized to:

(a) enter into foreign trade agreements with foreign 
governments or instrumentalities thereof and, (b) 
to proclaim such modifications of existing duties 
and other import restrictions, or such additional 
import restrictions,  or such continuance, and for 
such minimum periods, of existing customs or excise 
treatment of any article covered by foreign trade 
agreements, as are required or appropriate to carry 

out any foreign trade agreement that the President 
has entered into hereunder.20

This is the core statutory foundation upon which the Trump 
Administration rests its current Section 232 actions involving 
steel and aluminum. It is noteworthy that neither the steel nor 
the aluminum reports from the BIS in 2018 claim direct legal 
foundation on any statutory grounds other than the Trade 
Expansion Act of 1962.21

IV. LEGAL CHALLENGES TO SECTION 232 

The tension between the legislative history lying behind the 
Act and the manner in which the Act has been utilized by 
various Presidents is relevant to international trade governance 
and domestic legal challenges. While no administration has 
launched the number of Section 232 investigations in its first 
months as the Trump Administration has, there is precedent 
for such investigations. There are fewer precedents, however, 
for such investigations leading to the imposition of import 
restraints.

Since it assumed administrative responsibilities for such 
investigations in 1980, the Department of Commerce 
undertook 16 formal investigations of the national security 
impact of imports under Section 232 before the recent steel 
and aluminum investigations launched in 2017.22 These 
investigations and the resulting presidential actions are set out 
in the following table:23

Investigation 
Request Date Subject Imports Investigation Findings Presidential Action

1978 Crude oil and related products Imports threatened to impair national 
security

Imposition of fee on oil imports (later 
removed after court challenge)

1979 Crude oil and related products Crude oil dependence upon Iran 
threatened national security

Termination of imports of oil imports from 
Iran

1981 Glass-lined chemical 
processing equipment

Imports did not threaten to impair 
national security

None

1981 Ferroalloys and related 
materials

Imports did not threaten to impair 
national security

Upgrade of domestic stockpile and removed 
eligibility of ferroalloys for duty-free customs 
entry

1982 Crude oil from Libya Imports threatened to impair national 
security

Embargo of imports of oil imports from Libya

1982 Iron or steel nuts, bolts and 
screws

Imports did not threaten to impair 
national security

None
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Investigation 
Request Date Subject Imports Investigation Findings Presidential Action

1983 Metal-cutting and metal-
forming machine tools

Formal investigation decision deferred Conclusion of voluntary restraint agreements 
with exporting countries and launch of 
domestic industry revitalization plan

1987 Antifriction bearings Imports threatened to impair national 
security

None

1987 Crude oil and refined 
petroleum products

Imports threatened to impair national 
security

No action to adjust imports, relying instead 
on energy security plan

1988 Plastic injection molding 
machinery

Imports did not threaten to impair 
national security

None

1988 Uranium Imports did not threaten to impair 
national security

None

1991 Gears and gearing products Imports did not threaten to impair 
national security

None

1992 Integrated circuit ceramic 
packages

Imports were not a present threat to 
national security

Launched low-cost electronic packaging 
initiative

1994 Crude oil and refined 
petroleum products

Imports threatened to impair national 
security

None

1999 Crude oil and refined 
petroleum products

Imports threatened national security None

2001 Iron ore and semi-finished 
steel

Imports did not threaten to impair 
national security

None

Gasoline Marketers Council, Inc. v. Duncan, 492 F. Supp. 614 
(D.D.C. 1980). In that case, the Secretary of the Treasury, 
acting pursuant to Section 232, reported to the President that 
crude oil was being imported into the U.S. in such quantities 
and under such circumstances as to threaten to impair the 
national security.26 Based upon this report, the President 
implemented a Petroleum Import Adjustment Program (PIAP) 
that added a conservation fee of 10¢ per gallon to the retail 
price of both domestically refined and imported crude oil.27 
Because the PIAP fee applied to both domestic and imported 
crude oil, and because the fee would ultimately be paid by 
consumers of such crude oil, the impact would have been to 
lower domestic demand for crude oil regardless of its source.

The PIAP was challenged as being a measure beyond the 
scope of the Section 232 powers delegated to the President 
by Congress. The District Court distinguished the PIAP fees 
in this case from the licensing fees in Algonquin by pointing 
out that the PIAP fee did not disadvantage imported crude 
oil (because it applied equally to domestic crude oil), whereas 
the Algonquin licensing fees applied only to imported crude 
oil.28 Rejecting arguments that the President had “inherent” 

Although there have been legal challenges to several of the 
presidential actions noted above, only one wound its way to 
the U.S. Supreme Court. In Federal Energy Administration v. 
Algonquin SNG, Inc., 426 U.S. 548 (1976), the Court was asked 
to determine whether the assessment of import license fees 
was consistent with presidential authority under Section 232 
as delegated by Congress. The Court held that the President 
possesses the authority to adjust imports after a Section 232 
determination by deploying non-quantitative methods (such as 
licensing fees) as well as quantitative methods (such as quotas), 
so long as the specific factors in Section 232(c) have been 
considered and so long as the President takes actions only to 
the extent deemed necessary to adjust imports to counteract a 
threat to national security. 24 The Court further held that the 
authority held by the President was not overly broad in that 
the statute establishes preconditions for the exercise of such 
authority, including a finding by the Secretary of the Treasury 
that imports are threatening the national security of the United 
States.25

The 1978 investigation of crude oil imports listed in the above 
table generated a legal challenge that culminated in Independent 
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authority to act independently of Congress in matters involving 
national security, the District Court struck down the PIAP as 
a demand-side disincentive program too remotely related to 
impacts on imported crude oil and thus beyond the scope of 
powers delegated by Congress.29 As a result of this court case, 
President Jimmy Carter withdrew the PIAP conservation fee 
in June 1980.

The United States Court of International Trade (CIT) has 
already had an opportunity to give some consideration to 
the steel and aluminum tariffs implemented by the Trump 
Administration under Section 232.30 In Severstal Export GMBH 
v. United States, 39 ITRD 3084, slip op. 18-37 (Ct. Int’l Trade 
2018), the CIT examined a motion for preliminary injunction 
filed by a U.S. importer of steel products and a related company 
in Switzerland (Plaintiffs) to enjoin the implementation of the 
Section 232 tariffs on steel imports, in part on the basis of 
claims that the President exceeded his legal authority to assess 
such tariffs.31 Specifically, the Plaintiffs asserted that the 
President misconstrued Section 232 by “over-reading what can 
constitute a threat to national security, in finding that steel 
imports currently represent such a threat.”32 The Plaintiffs 
further asserted that the present Section 232 steel tariffs are 
being “used in trade negotiations to draw concessions from 
other countries unrelated to steel imports.”33 

Citing Corus Group v. ITC, 352 F.3d 1351 (Fed. Cir. 2003), 
the U.S. Government took the position that the findings of 
fact and motivations of the Trump Administration in this 
investigation are non-justiciable matters.34 Nevertheless, CIT 
Judge Jane A. Restani proceeded to examine the investigation 
and exaction of tariffs on steel to determine if there had been a 
“clear misconstruction” of statutory limitations on the actions 
of the President.35

Reviewing the Trade Expansion Act and in particular the 
factors that must be considered during the course of such 
investigations, Judge Restani noted that the BIS steel report 
referred to each such factor and that several of those factors 
are “economic in nature.”36 Judge Restani further stated that 
the language in 1862(d) is “quite broad and permissive, and 
apparently not limited to production necessary for national 
defense purposes.”37 Crucially, Judge Restani proceeded to state 
the following:

Plaintiffs have pointed to neither statutory authority 
nor legislative history which suggest that Section 
1862(d) clearly forecloses the President from finding a 
threat to national security due to the overall economic 
situation of the steel industry. Where, as here, an 

industry is found to produce goods vital to U.S. 
national security … the court finds it highly unlikely 
that Presidential statements indicating an overarching 
economic rationale for Section 1862 tariffs are clearly 
inconsistent with that statute’s grant of authority.38

Accordingly and unsurprisingly given this reasoning, Judge 
Restani held that the likelihood of the Plaintiffs succeeding 
on the merits of these constitutional claims was “very low.”39 
Judge Restani ultimately denied the request for a preliminary 
injunction by the Plaintiffs.40

Although somewhat truncated due to its procedural context, 
the analysis by Judge Restani in the Severstal case targeted 
some of the core constitutional questions pertaining to Section 
232 tariffs. It also engaged Algonquin, the only U.S. Supreme 
Court case to directly address some of these foundational 
constitutional questions of presidential power. Future 
challengers of the steel and aluminum tariffs before the CIT 
will, at a minimum, need to fully consider the Severstal analysis 
and be prepared to methodically address its reasoning. 

The U.S. Government will likely continue to take the position 
that these Section 232 tariffs are non-justiciable questions. 
Section 232 itself does not provide for judicial review, and 
presidential decisions under it are outside the scope of the 
Administrative Procedure Act.41 The American Institute for 
International Steel lodged a complaint at the CIT in June 
2018, challenging this aspect of the current Section 232 tariffs 
as well as the constitutionality of the Congressional delegation 
of authority to the President that gave rise to Section 232.42 

V. THE CONGRESSIONAL RESPONSE

The implementation of the present steel and aluminum tariffs 
has generated a range of responses from senators and members 
of the House of Representatives, including the introduction of 
multiple and varied bills purporting to assert further oversight 
of the types of decisions that led to the imposition of these 
tariffs. For example, Senators Bob Corker and Pat Toomey 
introduced a Senate bill on June 6, 2018,43 which would require 
the passage of legislation by the Senate and House before the 
imposition of Section 232 tariffs based upon national security 
reasons. On July 11, 2018, a companion bill was introduced in 
the House by Representative Mike Gallagher and others that 
would similarly require legislative approval of such tariffs.44  

On August 1, 2018, a Senate bill was introduced that would 
relocate the leading Section 232 investigation role from the 
U.S. Department of Commerce to the U.S. Department of 
Defense (DOD), so that the DOD would have the leading 
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investigation authority to investigate whether imports threaten 
national security while the U.S. Department of Commerce 
would retain final remedy authority.45 

Clearly the subject of Section 232 tariffs has provoked 
sufficient interest on Capitol Hill such that, at minimum, the 
Congressional role over such matters is under renewed scrutiny. 
It remains to be seen how creatively and effectively Congress 
will continue to assert itself. The Section 232 concerns present 
an intriguing example of the delicate allocation of constitutional 
authority between two branches of government on a subject of 
global importance. 

VI. WORLD TRADE ORGANIZATION 
CONSIDERATIONS

Beyond the legal considerations in the U.S., the Trump 
Administration’s steel and aluminum actions under Section 
232 of the Act have predictably triggered reactions from many 
member states of the WTO. Although the WTO does not 
provide for private rights of action and thus is not open to private 
claims, the WTO Dispute Settlement Body is the ultimate 
government-to-government dispute resolution mechanism 
for disagreements between WTO member states over WTO-
related trade law rights and duties. As such, it is indeed a crucial 
forum in which WTO member states can contest—and have 
contested—these Section 232 investigations. 

The U.S. was a contracting party to the General Agreement on 
Tariffs and Trade (GATT) when GATT came into existence 
in 1947. In 1994, the GATT contracting parties agreed to a 
substantial revamping of the international legal framework 
for international trade, which resulted in the creation of the 
WTO. The WTO, which unlike GATT is an international 
organization, came into effect on January 1, 1995.

Like each GATT contracting party, each WTO member state 
agrees in principle to reduce its tariffs, non-tariff barriers 
and other mechanisms that frustrate the attainment of trade 
liberalization. A WTO member state can choose to do so 
for multiple reasons, including the relative opening of the 
markets of other member states to its exports and the benefits 
of mutual commitments to comply with other WTO rules-
oriented agreements. To date, the GATT/WTO has proven to 
be quite effective at lowering bound tariff rates applicable to 
trade between its contracting parties/member states and these 
institutions have also achieved notable reductions in non-tariff 
barriers. 

Recognizing that lowering tariffs and non-tariff barriers can 
in some instances require adjustments to domestic economic 

priorities and activities (adjustments that can be difficult if not 
painful for certain industries), the GATT/WTO approach has 
provided for limited exceptions to the overall philosophy of trade 
liberalization. One of these exceptions involves trade policies 
and practices that may be inconsistent with trade liberalization 
but which are pursued for national security reasons. It is this 
national security justification that forms the basis for the legal 
defense, thus far, by the Trump Administration of its Section 
232 steel and aluminum tariffs at the WTO.  

To fully contextualize the national security justifications at the 
WTO thus far by the Trump Administration, it is helpful to 
first understand the nature of the breaches alleged by other 
WTO member states. To date, the Section 232 tariff actions by 
the U.S. have generated nine requests for consultations, which 
is the first step in dispute resolution proceedings codified in the 
WTO Dispute Settlement Understanding.46 These requests for 
consultations have been lodged by China, India, the European 
Union, Canada, Mexico, Norway, the Russian Federation, 
Switzerland and Turkey.47 Many of these jurisdictions have 
assessed retaliatory tariffs against the U.S. in addition to 
seeking consultations within the WTO framework.48

A common theme running through these requests for 
consultations is that the U.S. has taken measures in violation 
of its WTO commitments involving safeguard measures. 
A safeguard measure is an action (typically a quantitative 
restriction, i.e., a quota) that limits imports of items when 
there has been a large and unforeseen increase in such imports 
that causes or threatens to cause serious injury to the domestic 
industry of like or directly competitive products. WTO member 
states entered into an Agreement on Safeguards to benefit from 
a rules-based, and therefore more predictable, method by which 
they would launch a safeguard measure impacting its imports 
from other member states.49 Complaining member states 
have asserted that the Trump Administration is not actually 
taking action based on national security interests but rather is 
implementing safeguard measures.

Indeed, not one of the nine requests for consultations tendered 
thus far by WTO member states mentions national security 
considerations. As will be seen below, the silence on national 
security in these requests for consultations is nearly matched 
by the silence on safeguards in the replies thus far by the U.S.

In response to the allegations that it has violated the WTO 
Agreement on Safeguards (among other WTO commitments), 
the U.S. has thus far defended its actions as permissible under 
WTO Article 21. That Article, entitled “Security Exceptions,” 
originates in GATT 1947 and provides the following:
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Nothing in this Agreement shall be construed

(a) to require any contracting party to furnish any 
information the disclosure of which it considers 
contrary to its essential security interests; or 

(b) to prevent any contracting party from taking any 
action which it considers necessary for the protection 
of its essential security interests 

(i) relating to fissionable materials or the materials 
from which they are derived;

(ii) relating to the traffic in arms, ammunition 
and implements of war and to such traffic in other 
goods and materials as is carried on directly or 
indirectly for the purpose of supplying a military 
establishment; 

(iii) taken in time of war or other emergency in 
international relations; or, 

(c) to prevent any contracting party from taking any 
action in pursuance of its obligations under the United 
Nations Charter for the maintenance of international 
peace and security.50

There is no direct precedent of a GATT contracting party or 
WTO member state using this Article to justify the imposition 
of tariffs in the manner in which the U.S. has imposed its steel 
and aluminum tariffs under Section 232. 

By framing its actions in national security terms, the U.S. 
essentially bypassed the principal article containing exceptions 
to otherwise applicable WTO disciplines, namely Article 20. 
That article provides grounds upon which a WTO member 
state may base otherwise prohibited measures such as the 
imposition of tariffs, non-tariff import restraints or export 
restrictions beyond its WTO-committed levels.51 Article 20 
does not mention national security but it does allow for such 
measures where, inter alia, they are necessary to protect public 
morals or when necessary to protect human, animal or plant 
life or health.52 Interestingly, Article 20 also allows exceptional 
measures when “necessary to secure compliance with laws or 
regulations which are not inconsistent with the provisions of 
this Agreement,” meaning GATT 1947 and now the WTO.53 
It is telling that the U.S. does not attempt to justify its Section 
232 tariffs on these grounds or on any other ground provided 
for in Article 20.

The focus instead on Article 21 does, however, align with 
several considerations likely of significance to the Trump 

Administration. As noted above, the GATT/WTO dispute 
settlement mechanisms have not previously been seized of the 
issues related to the implementation of significant and across-
the-board tariffs of indeterminate duration justified entirely on 
national security grounds. This lack of precedent was surely 
known to the Trump Administration as it anticipated the 
legal challenges that these Section 232 tariffs would trigger. 
Moreover, the Trump Administration has been openly critical 
of the WTO, and challenges to the Section 232 tariffs allow it to 
invite (if not dare) the WTO to condemn as WTO-inconsistent 
a U.S. statute colored as protecting national security. 

The response by the U.S. to the request for consultations from 
Switzerland is illustrative. That response, in part, states the 
following:

The President determined that tariffs were necessary to 
adjust the imports of steel and aluminum articles that 
threaten to impair the national security of the United 
States. Issues of national security are political matters 
not susceptible to review or capable of resolution by 
WTO dispute settlement. Every Member of the WTO 
retains the authority to determine for itself those 
matters that it considers necessary to the protection 
of its essential security interests, as is reflected in the 
text of Article XXI of the GATT 1994.

Switzerland’s request purports to be pursuant to 
Article 14 of the Agreement on Safeguards. However, 
the tariffs imposed pursuant to Section 232 are not 
safeguard measures but rather tariffs on imports of 
steel and aluminum articles that threaten to impair 
the national security of the United States. The United 
States did not take action pursuant Section 201 of the 
Trade Act of 1974, which is the law under which the 
United States imposes safeguard measures. Therefore, 
there is no basis to consult pursuant to the Agreement 
on Safeguards with respect to tariffs imposed under 
Section 232.54

Thus the U.S. takes the position that its Section 232 actions 
are, in U.S. constitutional parlance, a non-justiciable political 
question. Also on display is tension between a formal and 
legalistic response by the U.S. (namely that the operative U.S. 
statute is a national security statute and not a safeguard statute) 
and a practical and commercial complaint by Switzerland 
(namely that the measures taken by the U.S. are safeguard 
measures notwithstanding the title given to them by the U.S.).55
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The position thus far advanced by the U.S., however, is without 
direct precedent, and no GATT/WTO dispute resolution panel 
has concluded that Article 21 confers such unconditional 
discretion upon a contracting party/member state. The GATT/
WTO jurisprudence on Article 21 is thin and the questions 
now pending before the WTO Dispute Settlement Body have 
never been fully addressed.

It is difficult to imagine that a WTO panel will agree that 
these Section 232 tariffs present jurisprudential questions over 
which the WTO has no jurisdiction. It is likewise difficult to 
envision a WTO panel not being troubled by the imposition of 
tariffs for ostensible national security reasons when those tariffs 
as applied have the practical impact of safeguard measures. 
Prevailing on these core claims could be a steep climb for the 
U.S.

In the event that a WTO panel does agree that these are 
measures governed by Article 21 (claims of national security) 
as opposed to the Agreement on Safeguards, it is doubtful that 
a WTO panel will concur with the U.S.’s assertion that Article 
21 provides unfettered discretion to a WTO member state to 
unilaterally institute trade measures it deems in its national 
interest and that these measures are insulated from legal 
challenges by fellow WTO member states. The institutional 
ramifications of such a finding would be obviously detrimental 
to the WTO and to the overall project of rules-based trade 
liberalization. As an institution, the WTO is keenly aware 
of precedent and it is unlikely to legitimate a legal position 
that would usher in similar actions by other WTO member 
states and could ultimately pose a significant challenge to its 
core mandate. The fact that the U.S. has been a mainstay of 
the GATT/WTO system since 1947 and remains the largest 
economy in the world only exacerbates the dilemmas this 
matter presents to the WTO.56

In the event that the Section 232 tariffs are found to be 
inconsistent with the U.S.’s WTO obligations, the U.S. 
would be required to bring itself into conformity with those 
obligations (most obviously by withdrawing the tariffs in 
question). Should the U.S. not do so, WTO member states 
could begin the retaliatory process of withholding concessions 
from the U.S. until the U.S. complies with the WTO decision. 
While many WTO member states (including many of those 
seeking consultations over the Section 232 tariffs) have already 
implemented retaliatory tariffs against imports from the U.S., 
an official condemnation of the Section 232 tariffs would allow 
these member states to formally seek WTO approval for their 
retaliatory measures.57 

There is substantial precedent for the suspension of concessions 
by WTO member states when the WTO Dispute Settlement 
Body has condemned the trade measures of other WTO 
member states but the offending member state refuses to bring 
those measures into conformity with its WTO commitments as 
determined by the WTO Dispute Settlement Body. 

For example, in a dispute that endured from 1996 to 2012, 
Ecuador and other WTO member states (including the United 
States) challenged European Union practices related to the 
importation, sale and distribution of bananas within the 
European Union.58 In 2000, the WTO Dispute Settlement 
Body authorized Ecuador to suspend concessions to the 
European Union up to just over $200 million per year during 
the period of time in which the European Union did not bring 
its measures into conformity with WTO Dispute Settlement 
Body findings.59 

Given the likelihood that the Trump Administration would 
not, in such circumstances, alter its investigation findings, legal 
determinations or ultimate trade actions under Section 232, it 
is highly probable that the U.S. is entering into a protracted 
period of public disagreement and legal dispute with fellow 
WTO member states over these issues. This suggests continued 
trade barriers with the accompanying increase in operational 
costs and decrease in market opening opportunities for affected 
companies and consumers in the U.S. and elsewhere. 

VII. CONCLUSION

As mentioned at the outset, the Trump Administration has 
clearly taken dramatic steps involving international trade. The 
volume, rapidity and potential consequences of these steps 
have bordered on dizzying for attorneys working on matters 
related to them.60 At the same time, there have been few points 
in recent history in which persons involved in cross-border 
business have needed legal counsel on regulatory matters as 
much as the present. 

It is clear that the U.S. is in a period of intense trade friction 
with many of its key trading partners. This friction will, as 
discussed above, place great tension on WTO institutions 
charged with settling disputes between WTO member states, 
including the challenges to the Section 232 steel and aluminum 
tariffs. The gravity of the institutional dilemmas facing the 
WTO due to the Section 232 steel and aluminum tariffs should 
not be underestimated. The disposition of these challenges by 
the WTO and the levels of compliance with such disposition 
by the U.S. and other WTO member states will likely play a 
large role in determining the duration of the tariffs as well as 
the duration of the measures instituted in retaliation to them. 
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Companies conducting business subject to current and future 
tariffs and retaliatory measures should expect heightened 
operational costs for as long as these measures remain in place.

Beyond friction in trade relationships and heightened costs 
for certain business activities, the current steel and aluminum 
tariffs shine a spotlight on the constitutional balance of powers 
between the Congress and the President. The system of checks 
and balances as related to international trade is being tested but 
not for the first time. It is likely that the single most influential 
factor that will ultimately determine the scope, duration and 
scale of the current and future usage of Section 232 by the 
Trump Administration is the strength and effectiveness of the 
reaction to it on Capitol Hill. 
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